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Frame 58: 2192 bytes on wire (17536 bits), 2192 bytes captured (17536 bits)
Ethernet II, Src: Microsof_ce:2f:01 (00:15:5d:ce:2f:0 Dst: Microsof_ce:2f:02 (00:15:5d:ce:2:02)
Internet Protocol Version 4, Src: 172.19.186.145, Dst: 172.19.179.148
Transmission Control Protocol, Src Port: 714, Dst Port: 68332, Seq: 1, Ack: 336, Len: 2126
v Transport Layer Security
v TLSv1.3 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8303)
Length: 122
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 118
Version: TLS 1.2 (@x8383)
Random: 6cedaca6obld3f6labbc74941f60fad6297a9fdd795323a052da390d92a14fc8
=)

v Extension: supported_versions (len=2)
Type: supported_versions (43)
Length: 2
Suppor“ted Ver‘51on. TLS 1.3 (0x@30e4)

e FL | BN

Length: 36
v Key Share extension
v Key Share Entry: Group: x25519, Key Exchange length: 32
Group: k25519 (29)

hamma b anmbbs

sabia oo
@ 7 supported Version [unmwn estansons. supported_versan), 2 byte(s)

Pockets: 265 - Displayed: 265 (100.0%)

M sentry.peap o X
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dAm @ RE | o we = ® Q& 7
Wy o gy fit [~
o, Time Desnation Frotocol  Length  Infa

56 27.662115 «179.148 172.19.186.145 TLSvl. 3 401 Client Hello

57 27.662156 . 186,145 172.19.179.148 TP 66 7148 + 60332 [A{K] Seqel Ack=336 Win=64896 Lens@ TSval=2999510186 TSecr=1332888673

58 27664783 186,145 172.19.179.148 TLSvl.3 2192 Server Hello, Change Cipher Spec, Application Data

50 27.665247 .179.148 172.19.186.145 TP 66 60332 + 7140 [ACK) Seq=336 Ack=2127 Win=64128 Len=8 TSval=1332888677 TSecr=2999519189

60 27.963585 172.19.179.148 172.19.186.145 TLSv1.3 1933 Change Cipher Spec, Application Data

61 27.963641 172.19.186.145 172.19.179.148 TP 66 7140 + 60332 [ACK] Seqs2127 Ack=2203 Win=64128 Lens® TSval=2999510488 TSecr=1332889000

62 27.964595 172.19.186.145 172.19.179.148 TLSV1.3 154 Application Data

63 27.964949 172.19.179.148 172.19.186.145 e 66 60332 » 7140 [A{K] Seqe2203 Ack=2215 Win=64128 Lens® TSvals=1332889001 TSecr=2999510489

64 28059739 172.19.179.148 172.19.186.145 TLSv1.3 216 Application Data
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EHL| &=
2R 2 7| paloalto - AFIOE g 712t 2017-042500:00:00 |~ 2023-04-26 00:00:00 v = ES
W=
= HE pzEE 0 @A AR
=271 >
[‘r'? [ D PNES, 0 =£7P 0 =2r=E 0D ==AP [ 1 EERSPAES B ss D ds [ A k! D ==z [ 1 LRI [ 1 EEA [ 1 e EAl [ A [1 e
ﬂlﬂd 1 2823-84-25 16:47:35+0080  [= S@ep24 | (= 53  UDP dns-base PERMIT rulel @ 87 1 1 a
[‘”Ol E-{ Ml 2 2823-84-25 16:47:35+08080 [= 35343 [=] 389 UDP ldap PERMIT rulel @ 141 1 1 a
) 3 2823-84-25 16:47:35+0080 = 35282 (= 53 UDP dns-base PERMIT rulel @ ag 1 1 a
'T'LIE‘ a 2823-84-25 16:47:35+0080 [= 42033 (=] 53 UDP dns-base PERMIT rulel -] ag 1 1 a
LHH P 5 2823-84-25 16:47:35+0080  [= 34994 | [ 53 UDP dns-base PERMIT rulel @ 182 1 1 a
=2
6 2823-84-25 16:47:35+8000 (= 4305 (=] 53 UDP dns-base PERMIT rulel -] 87 1 1 a
a2 A }:I 7 2023-84-25 16:47:35+8000  [w 42517 (= 53 | UDP dns-bas PERMIT rulel 1 1 1 a y
=~ = = o~ o~ B~ e~
o= ~ |.E Or=0t+k =13 |-|:F| (o) EX* |.E |j\ |. |0.I |.O_I =1 |.|:F| E
A =2 AR EEEE YH 21 o= 2 Yotz AIAT OIO|CIOY YetH =1 'V

A Xl

]

n Logpresso 42 & & @

T d
ELL| &=
A == — ny
=3Al e TE7| FwW_FIREPOWER w AF|OF g 712t 2017-04.2500.00.00 |~ 2023-04-26 00.00.00 ESl L. = 254
WEE _
' EE (+TEHE}) (@A LA
el 2 L Zt =k =Ulf|ZE ox ORIFZTE = = f=-1 =] 7 £ E i Al = AT = AT = 2= Al E
= o M2 D =£7P D =<7z 0O =2=AP 0 S=EXR=E Q=== (A B B s D =4 @ HiolE [ 1 JEEA] [ 1 i Al B =4zl 0 sAH0IE
IL||:1‘|\ 1 2923-81-89 28:83:34+8000 [m 53933 (= 22 TCP PERMIT FP_IDS_FILE POLICY 324 5 3 2 192
E”Ol E‘{ Ml 2 20823-01-89 20:83:34+0980 =] 55376 [mE] 22 TCP PERMIT FP_IDS_FILE POLICY [s1:] 1 1 2] 60
o E 20823-01-89 20:83:34+0980 =] cgel1z [ ] 443 | TCP HTTP PERMIT FP_IDS_FILE POLICY 19648 25 18 7 19814
'T'LIE‘ 4 2823-01-89 20:83:34+08980 =] 58ele % 443  TCP HTTPS PERMIT FP_IDS_FILE_POLICY 1479355 1753 1869 744 1429463
LHH P 5 2823-61-89 20:83:34+08980 =] 58811 % 443 | TCP HTTPS PERMIT FP_IDS_FILE POLICY 28685613 3304 1964 1488 2712435
=
6 2823-01-89 20:83:34+08980 =] 65285 % 443 UDP PERMIT FP_ID5_FILE_POLICY 1392 1 1 2] 1392
EE’L I‘I 7 2823-81-89 20:83:34+8988 =] 58812 [ ] 443 | TCP PERMIT FP_IDS FILE POLICY 218 3 2 1 144 D
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