
Splunk Core + 

ES(SIEM)ἲˉ



Å͏ᴘḳ HQs:

-Ỳ ᾎᾅה (AMER)

Қ(EMEA)׳-

- (APAC)

Åּר∙Ὕ ♆Ἒ˾ 6,000+ᶕ

Å⁴ ᵭ ‏ 2Ɑ 4 ‟∙
($1,803 YoY +30%)

Åϫᾂѹ ừ◌ : SPLK

Å2003У ᾋ□

Å♫ ̬Ἐ :

-Splunk Enterprise

-Splunk Cloud

-Premium Solutions

ü Enterprise Security(SIEM)

ü SOAR, UBA, TruStar(TIP)

ü Observability

ü IT Service Intelligence

Å̃ˊở (♆ ): 16,000+

Å̭ʷ͖כ : 110ˉ̭+

ÅFortune 100Ҋ ͖‭ : 92+

Å̃ˊở ( ̭): 400+

,‰ἵ͙אַ- ҍ͙‰, ͎ᴹ
́⁸Ợ

Å Ҋ ׇ╧Ἔᾂ : 10+ PB/╪

Who is Splunk?



ñᵻᾍҢ╧ ᵑ ῷᶴ׳ ‏♫ ╧‮ Ὕֿפ>♄◌>ṧἊ>ᾋʸ ὡ ▓Ѥ ᾏᾋʹ ṧ
Ợ ס Ś

‏♫ ╘‮
(No Limits)

Åẋ♬ /ḙ♬ /♬
ҥ╪

Åҥ╪ ᵳ ᶱ̒

Åҥ╪ ר↑ ᶱ̒

Åҥ╪ ἳҲ ᶱ̒

Å♫‏ ╧‮ Ὕ↑

‾Ӣ ‾Ӣ
(End-to-End)

Åҥ╪ ╥ ỸἛṨ   
ʺ  Ӧּͥת Ϯ╥ 
ἹᴴἪ⁄Ἄ ᵙ

ÅṊҵ╥ ΩṨ Ἱ
ᴴἪ Ṭ ⅝

Åṓ◌ ӹ ḓ SI

ˌḛ╪ ⅝ ′╛

ᾏᾋʹ Ḑ ṧ
Ợ

(Real-time)

Åɒ ӧ ҥ╪ ᾒᾎʼ

Å ᵙ, ּסᾎ ˺̓ ╬

ÅṪụ ♇◑, Ṫụ ˤự

ÅHA ͙ṕ Ⱡ̑

ÅἛѫ ḓ ╥װ↔ ἐ
◑ (scale-out)

ס
(Platform)

Å ᾅ ᵡ╪︣↔╪

ÅΩṨᾎᾅ ̓
Ἰή⇔ ⁷ҿ

Å2500+ ᶱᴫ  
╙ ͙ѫ
◑

ᵻᾍҢ╧
(Machine Data)

ÅἌḲ/NW ᴛ͎

Å̒ ꜙ ἒẋ ҥ╪

Å  ᵙ ╪Ἢᴛ͎

Å͙ ᶘӤ ᾂ
╢ Ң

╧



Machine Learning Toolkit (MLTK)

Splunk ἶᴱἧ ׇ╩‭
ITOps(IT⇔₅), DevOps(̩ ḛ⇔₅), SecOps(ṒΌ⇔₅) ḓ AIOps(╬ּ̑תѫ⇔₅)ᵑ ─  ┬▀ פ 

ON-PREMISE›Ἁ

ẉҢ╧  Ὕֿפ/♄◌/ṧἊ/ᾋʸ

ᵻᾍשѶ

ׇ→Ӣ(IaaS, SaaS)›Ἁ

 ẉҢ╧  Ὕֿפ/♄◌/ṧἊ/ᾋʸ

ṏῶ̒♫

(ṏῶ╧ừ︠ /APT/ Ransomware ּק)

ᾋᾂ  ᶘѮ ᵝ

(ML͖Ḗ ᾏᾋʹ ◌  ₆ )

ở↑■ ṏῶ ╧ừ קּ ⌐

(ML͖Ḗ ϼ/№ṥ ⌐ (קּ 

Core

App
╩ᾋҗ  ■Ҽ

(╩ᾋҗ  ₓ ᾂ ᴃ╧ἧ/Ҋ╛)

Obsevability
ׇ→Ӣ ᶘѮ ᵝ

(╩ ׇ/APM, ᵞ╧ ᴘἉẈᾂ, ╧Ћ, ḯИ ᾂ)

Splunk SOAR

Splunk Enterprise Security

Splunk IT Service Intelligence

Splunk User Behavior Analytics



1. Ѹ‗ ╧͖⸗ Ң╧ ἲᾂᴘṥ ‏♫ ѡ‮ Ὕֿפ
⁄╪♣ /⁄╪♣ ᵙᾅḢᾏⱠ̑╖ᴛ┬⁷Ἓ̓ ♠ ӈὡ͙︡ѫⱠ̑

Mounted File
Systems

//hostname/mount

syslog
TCP/ UD
P

Event Logs 
Perform anc
e

Active 
Director
y

syslog hosts 

and network devices

Unix, Linux and Windows hosts

Local File
Monitoring

Splunk Forwarder

virtual  

host

Windows

Scripted or Modular
Inputs

shell scripts, API subscriptions

Mainframes

Wire Data
Splunk App for

Stream

DevOps, 
IoT, 

Containers
HTTP Event

Collector

*nix

shell

API

perf



2. ᴱ ὝḢ TBὝֿקּ͢פ ◌
⁪ ͕נּ╪ג ◑Ἓ(Scale out),◑  ṓ̯(HA, Clustering) ḓ Ἓ Ⱡ̑

Search headᴛ ˤự , ṪἍ , ᾎʻ , ̕ᵙ  ὡ

Splunk Indexerᴛ ▫ҿ Ṩ Ṫụ ⁴ ͌Ӯ ˭ ҥ╪   ♇
◑

Splunk Forwarder ᵑ ὡ ҍ ἌḲ⁄Ἄ ҥ╪ ᵑ ♣
Ἶ



2. ᴱ ὝḢ TBὝֿקּ͢פ ◌
Universal Forwarder ה?

> ∟˶⁄Ἄ Ό♬♠╬ ҥ╪  ὡ︡

> ѻ‚  ҥ╪  ἵᾅ⁄Ἄ ὡ︡ Ѥ Ḣḹ╙ 

> ʺṋ̆ Ѿὣ ˇ ╙♩◑ ╘ᵣ ᵤתּ ̆ ▓╛:

ṉ Ḳ ᵠ / ♣Ἶ Ṓ◑
ṉ  
ṉ  
ṉ Ṩ  Ṫụ
ṉ ͎Ω ѻ‚  ͙ѫө!

> ᵰ↕ ▬╘ ἒ  ̑ʼ

> Ѿὣ  ἒ♬ Universal Forwarder

Indexer

Raw Data

Network packets & ports

Metrics

Run scripts

Configuration files

APIs

Windows events

Log files
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3. ˃ᴌ ˡỮ ͖Ѩ

ÁSQL̓ Unix ╪ ˺╪ᶷ̯╬ג

ӈ ♠╥ˤự…‡ SPL(ˤự ᵙ)

Áʕ ự, Ữ ⁷̕, ṪἍḓᾎʻ ̕ᴐ

ӈ 160ˌ╪Ữ╥ᶘᴖ‡

Á מ͎ ,́ , ʻꜙ⁷ụ ὡᵑ ↔

ṪἍ

Áᾐἶ ˭ ⅝ ҥ╪ ᵑ ῷ ṪἍ

⁴Ợ̆╥͐ṕ∟╬╙ Ὸ

ᾋ˾⁵ Ң╧ ṧ

■Ҽ Ӣ ˡỮ Ң╧

ˡỮ„ (SPL)



4. SPL╖  Όᶑ  ϼ◌ UI Ў ᵎ ↑ ⁭  
ẓᵍ ҊᾋṏӢ /ᴃ /˼̃ ♫□



5. ᾏᾋʹ ʾᾋ Ḑ Όד(˼̃)

Áᾒᾎʼᶛѱ ᵠḓῼזӮᴜ

Áʕ ự ᵙ(SPL)♇◑ ᾒᾎʼ/͙ל♠╬

ᾒ ╙ ᶛѱ ᵠ

Á▫ҿҍ╞╙─ ʻꜙ ᴛ͎ע/ᾅ ᵞ

ᾒ

ÁEmail/SMS ḓתּ Jira/NMS/SNS⁷ҿ

ÁPDFᾅ ╙Ἶ͙ѫ♣ת Ṓ̆Ἄ╪

ᶉ▀ḛἾ

˿̆ ᵙ˞ ₪Ἢ PDF₉– ♣Ἶ



Splunk AISecOps6. Machine Learning ͖Ḗ ṧἊ ּק∙

MLTK(Machine Learning Toolkit) ‍╙ , ─ ḓ╪Ữ ─ ─ᵑתּ ᵾᾐױѹᶛҨỸἛḓˤּ₅⇔/ש╙ 
Ἰὺ˭ ̯ ͙ ─  ѻ‚  ͙ѫ╙ Ⱡ̑ ⁴, Ѿὣ ᶉ ᵚ ╪Ữ  ˤ  Ỏ ῷѱג ѻ‚  ₉  ᶛҨ╙ 
♠↔ ⁴ ṒΌ Ợ̆ Ḣּת⁄ ↔

30+ Ѹ‗ Ό̃ᵖּס ͖Ṓ ◐

Ѹ‗ ML ₆♫ „ᾋᾂ

ṏῶ₆♫
ÅPredict VPN Usage

ÅPredict the Presence of Malware

ÅDetect Outliers in Number of Logins

ÅDetect Outliers in Bitcoin Transactions 

ÅForecast the Number of Employee Logins 

ᶜ Ͽ↔

͙ṕ ML ῼ̆ᵙּצ
◓ + ₡ ἵᾅג
╪Ẅױᵙ ↔

Å30+ ͙ṕῼ̆ᵙּצᶛҨ ◓
Åּתҵ ᾋ:  Logistic & Linear Regr., SVM, Random Forest Ӯ
Åẋּתҵ ᾋ:  K-means, DBSCAN, Spectral Clustering Ӯ
ÅAPI Ⱡ̑╖ᴛ SciPy╥ 300+ ₡ ἵᾅג╪Ẅױᵙ ◓ʺѫ

ᵾᾐױѹὕ ╪ᾅ
& ‡ᾎᾅ

Å44ˌṒΌ, ITӮᵾᾐױѹ♠↔Ṫ‒⁄ҍ ₉ᾎⱠ̑╖ᴛ̆
ˍҥ╪ ἥ╙ʺּ̆תẖᵎ̆ὺ˭ ML♠↔ ˤּשʺѫ

ᶛҨᵠּת∟
Åῼ̆ᵙּצἐ ₪Ἢἒ♬, fit  ἒ♬ ʺ╪ӥᶛҨ̯ , ┬
ἛˤỢḓᾎʻ , ᶛҨ♬ ҵˤּ͙שѫ ◓ᴛ MLᶛҨᵠ
̆ҵ ∟תּ

ѻ‚ ṒΌ̆ˍ╥
ᵾᾐױѹ♠↔Ợᴗ

Å♣Ἕ́̆ˍ╪Ợ↔ַא
Åˤּשӈ┬ּנ ╪ᾅḓ̆ˍᴆ ᾅ׳ Ṓᴛ♠↔─ Ἓ

ἵ



Splunk AISecOps6. ᾂ ᴁ ס  ›Ἁ╢ ᾂ  ML

‍ ⁄ ᾎᾅ

MLTK

Splunk Splunk EnterpriseѤ ᵾᾐ ҥ╪ ╥ ╬Ҧᾅ ỸἛ, ˤự, ṪἍ, ˿̆ ḓ ᾎʻ ᵑ ─  ḈἪ ᵙ  
פ ░ѱѻ.

Collect Clean & Search& Pre-processing Choose Build, Test, Operationalize Visualize &
Data Munge Explore Feature Selection Algorithm Improve Models Monitor Alert Share

‍ ⁄ ᾎᾅ ‍ ⁄ ᾎᾅ

Splunk

MLTK MLTK MLTK MLTK ‍ ⁄ ᾎᾅ

Splunk Splunk Splunk Splunk Splunk Splunk Splunk

⇔₅ ╬ ᵙ♣ᾅᵑ ─ פ 

Ң╧  ở╧†ᾂ ╧ ׇ╩

Splunk╥ App Ecosystem⁄Ѥ ҥ╪ ᵑ ʺⱨ₡̆, ̯ⱳᵑ ♠↔ ᶒ ,ҥ╪ ᵑ ᾎʻ ⁴, ʺ   
ᾎʼ╙ Ѿ   ὡ▓Ѥ 1000 ʺּת╥ ᶴᴮ  ӥ₣╪ Ӈ‡ ▓ᾋѱѻ.

Machine Learning Toolkit ╘ ѻ‚  ML ˌШ╙ ự ͙─  Ựᴛ⇔ SPL ᶘᴖ, ᾅ  ᾎʻ , 
‡ᾎᾅ ᾅ ḓ ₉Ⱡᵑ Ⱡ̑ ѱѻ.



7. Ѹ‗ App ỵ ˾ Ḑ ᷈Ѯ
‍ Ỹ ́ᵑ ↔ ⁴ ἵ╥ ᵙἵᾅᴛ ẖᵎ˭ ⅝̯Ợ ╙ ̯

splunkbase.com2500+ˌ╪Ữ╥ѻ‚ ‍

Answers.splunk.com9ᵠ˝╥ Q&A 

♣Ἕ́85̩ usergroups 

400⁴ˌ╥ partners



7. Ѹ‗ App ỵ ˾ Ḑ ᷈Ѯ
App & Add-on

> Splunk, ͙ὥ ᴏ Ў ֞Ѥ Ợ↔▫ ᷾ѱ ⁄Ἄ ˌḛ

> Splunk פ ╙ ◑ Ѥҥ ҵ∑╙ לѤ Ợ♣ Ẏӥ ӈ ּת

> ♬ ͙ὥ, ᶜ♠ ֞Ѥ Ợ↔ Ợᴗ⁄ ҍ   ḓ ͙ѫ(₉ : Ṓ̆Ἄ, ҍᾎ Ṓӥ ḓ )╙ 
Ⱡ̑ ̆ ⅝⁄ ӻ⁷┬ ג ˭ ᾅ ᵡ╪︣ Ἄ Ợ↔

> Splunkbase ⁄Ἄ 2500ˌ ╪Ữ╥ ᶴᴮ App ̓ Add-on ѻ⇔ᴛӥ ʺѫ
https://splunkbase.splunk.com/

Apps

VỢ♣ ̯ ӈ ҍᾎṒӥ, Ṓ̆Ἄ, ˿̆, ᾎʻ  

ḓ √ ᴛ↕ᵑ ⁴ Splunk╥ 

ҥ╪ ⁄Ἄ ʺ   ᾎʼ╙ Ѿ ҵᴜ 

ἒ́ӈ 

Add -ons

Vҥ╪  ʺⱨ₡͙, ҥ╪  ᵰ  ֞Ѥ ♇◑ӈ 

ˤự(saved searches) ḓ ᵰ ᴛ Ⱡ̑̓ ˉ╘ 

♬ ͙ѫ╙ Splunk⁄ Ⱡ̑

https://splunkbase.splunk.com/
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8. Splunk  as a Service
ʺ◑ ẖᵐ ʺ   ᾎʼ, ἵ ╥ ╬ ʺ ҍ ,ג

ҥ╪  ὡ︡

1 ₣Ṓӥ ҥ╪
₣Ṓӥ Ợ↔▫
ҥ╪ ⁄Ἄ ʺ  ͙‫

ʼѾ  3Ѿ́ :

2

3

ṉ Software as a service ( SaaS)

ṉ ṏῶ - ISO27001, SOC2 Type 2, PCI, 

HIPAA, FedRAMP

ṉ ♆Ἳ ׂש ´ - optional encryption-at-

rest

ṉ ᴌ♅╩ ╩ ׇ

ṉ 100% uptime (ʷҼᾋʹ) ṏ◌

ṉ 24/7 NOC/SOC ּק∙

> Splunk Cloud Service Description: https://bit.ly/SplunkCloudServDesc

https://bit.ly/SplunkCloudServDesc
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9. Splunk ב 

On-Prem 
Data Centers

Public Clouds
Edge

Third -Party 
Tools

Apps / 
Services

Events | Logs | Metrics | Traces

Splunk -Built

ObservabilitySecurity

Community -Built 

2500+

Splunkbase 

apps

Custom -Built

Build apps for 

your unique 

needs



Splunk ES(SIEM) ἲˉ
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ἚҊ SOC ἶᴱἧ Ҳ█ ᾋ ̃ᴋở
ṪἍ͙ḙ╥ṒΌ⇔₅╙ ˺ ṒΌỢ↔Ợᴗ(Use Cases)⅝ל

PLATFORM

DATA SOURCES

(₆ᾋ)

USE CASES 

(₆ᾋ)

APPLICATIONS  

A
p

p
 E

c
o

-s
y
s
te

m
,

S
e

c
u

ri
ty

 C
o

n
te

n
t

Security Monitoring

ѻ‚  Logs(₣ ᴆḈᾅ/ (ӥ↕ג Network Wire Data Threat Intelligence    é

Compliance & Data 

Privacy

Advanced Threat 

Detection

Incident Investigation & 

Forensics

Insider Threat

Detection

Incident Response

Fraud Analytics & 

Detection

SOC Automation

(SOAR)(UBA)

(Core, ẉҢ╧ ṧἊ ס ) (TIP)

(ᵻᾍҢ╧ )

(SIEM)
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Splunk Corporate Template  |  TMPLT-FY23-102

ᶱ ╖ ᶘѮ ᵝ(ᾌṇ, ṧἊ)  ˣ╩ʷ?
ᶛӧ ҥ╪ ʺ ṒΌ̓ ̕ᴐӊ => Ẍҥ╪  ṪἍ פ  ⅝

ÅñẈ(Non)-ṏῶò Ң╧ שּ╬ :  ╪ ḛỸ Ѥ Ợ↔▫ ḓ ᵾᾐ 

ҥ╪ ᴛ ñΌᴋּקּק Ὸ╕(Unknown) ⌐ ò ᾏṊ Ѥҥ ַא⅝

Å(₉) AD, OS, DNS, DHCP, ╪ᶉ▀, Л √  (wire data), 

Ḥּת(badge), ICS(industrial control systems) Ӯ

ᶘӤ ṏῶ ̒ᴍ 

Ң╧

♆ ♅╩
SIEM

Åñṏῶò Ң╧  : Ѿ─ ṒΌ Ⱡ ө╥ Alert ὡ︡ ⁴ Alert(˿̆) 

סּ <- ñΌᴋּש(Known) ⌐ ò⁄ ҍ ל─ ̆˿ 

Å(₉) Ḣ Ṉ, IDS/IPS, Anti-Virus, APT, SPAM-filter, Proxy Ӯ

- 19 -
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ˤ
(Review)

─  ᾏṊ
(Determine)

1 2 3 4
ⱳỢ/˺♬
(Decide)

ᾒ  & ♠↔
(Act & Adapt)

ᶘѮ ᵝ Ҋ╛ּק Ɑởד⅔ ͖Ѩ

ᴘἚᾂ

╩ᾋҗ  →Ἅὠ⌐ ּק♩

ἶ ⱳ  ֞Ѥ ⱳỢ ‒  

⅝אַ ◑ʺ  Ợ  ˺♬

♅ᾋ› Ɑở

ʺѫ   ♠╘ ╬∟╖ᴛ 

ʻ Ѿ́ᵑ ҍ  ẖᵎ˭ ὡ

ṧἊ Ḑ Ҋ╛

ʻ ҥ╪  ẋ Ѥ ᾅ ₮ 

ѻᵐ ᶛӧ ҥ╪ ₮╥ ́̕ʺ ⅝

⅔ở

Splunk ES: Analytics -Driven(ṧἊ͖Ḗ) SIEM

- 20 -
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Splunk ES: Analytics -Driven(ṧἊ͖Ḗ) SIEM

Notable Events

ṏῶ˼̃, Ɑở, − ᴘ→

Correlation Search

╧Ḽ  ừ̒ ̒˾ ṧἊ ṏῶ ᾂ Ѩ͖ ⅔ד˃ 
Asset, Identity, Others

Threat Info Management

⌐  ╩ ᵖ♆ᾂ

Risk Scoring Framework

⌐  ͖Ḗ ṧἊ ͖Ṓ ♫̎ ṏῶ 

Views / Reports / Rules

ReportAd hoc 
Search

AnalyzeCollect Store

ˤ
(Review)

─  ᾏṊ
(Determine)

1 2 3 4
ⱳỢ/˺♬
(Decide)

ᾒ  & ♠↔
(Act & Adapt)

ᶘѮ ᵝ Ҋ╛ּק Ɑởד⅔ ͖Ѩ

ᴘἚᾂ

- 21 -
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Splunk ES -ד⅔ ͖Ѩ ⅔‏

- 22 -

ᾋ□

⌐ Ḑ ṧᵃקּ 

╬ᾎҚ  ˤ  ḓ ṪἍ
͕͛ҵ⁄ ӻᵐ ╬ᾎҚ  Ṫᵆ(triage)

Deep-Dive ṧἊ

ⱳỢ ҍỮ (₉, נἕ≢‡, ⌠̑˶  ₮ Ӯ) ṒΌ תּ
̕ᴐӈ ҍᾎṒӥᵑ ˺ ⁴ ᾔ ṪἍ ‰ᶴ ὡ  

ở̃ Ɑở ╧ᾂ ӫᴙ

─  ╬ ᵙ♣ᾅ ḓ ◑͙ʼ ṪἍ ⅝  ⱳỢ Ӯᴜ
ᾔṒΌּת ͙ḙ ᾔ ṪἍ╪ ⅝  ᶜ Ӯᴜ ּלʸ♅ Ҋ╛

Ѿ─ṒΌἹᴴἪ⁄ ⱳ , Ѿ, 

ẇןᵙᾅ  Ӯᴜ Ӯ ҍ╞ ͙ѫ ὡ  

(Adaptive Response)

■Ợ ⌐  ᾋʸ

▫ụ͙ḙ ─ תּ 
ᾎʼṊ ╪Ữ תּ 

ṏῶ ‭ᶱ ■Ҽ (SOAR ⅔)

√ ᴛ↕⁄ ҍ  ᴆ╪ṩ ỸἛ╙ 

 ḙṓ♠╬ ‰ᶴ⁄ ҍ  ṒΌ ‰ᶴ 

▫ҿ (Automation) ὡ  

ṏῶ̒♫Ἔ ╢

ṏῶ − ᴘ→
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╩ᾋҗ  ṧᵃ

- 23 -

‹ừЋ ‭ ḇ  ֩ᶨ (֟triage)ϕ ᶐὠʆ₴Ύᾭ(SIEM)‭ ּו ᵲ► ӻẃỢ

ṧᵃ(triage ) ᾋᾂ ╘ ╛͒ Ἔ ⁄
Ἄ ᴫ╢ →Ἅ ὠ⌐ᵑ ♬ Ѥ Ṓ
♠╖ᴛ ╬♬Ӈ̆ ˍ̕♠╬ Ḣḹ

▫ʺ ╞͕ ἡ ⁄ ҵ ᶔ ‡֒˭ ᵙ Ϯ⅝?

ὢᴐӈ staffʺ ■ʺ 

ҵ  ᾎ ͕͛ҵᵑ  ʷ
 ᴮᵑ ͖Ѹᵙ Ὕ ▐ѡבֿ

ở̓ד ͖Ѹᵙ Ὕ ѡ‮ 

ởד╙ ʺ ͙ ─  

ṧᵃ ᾋᾂ ╙ Ợ↔

▄ừ♅ ͒͘Ҳ⁄ 

♣Ὕ₮ ҉ Ữừ╪ 

Ṩ⁴ӊ
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╩ᾋҗ  ṧᵃ

- 24 -

╧Ḽ  ᾑʸҲ

■
Ợ

 →
Ἅ
ὠ
⌐

͒͘Ҳ: ╬ᾎҚ  ╪ḿ ╥ ↕ἐ ὣ─ᵑ ♬ ͙ ─

͒͘Ҳ = ■Ợ →Ἅὠ⌐ + ╧Ḽ  ᾑʸҲ

→Ἅὠ⌐: ▫ụ⁄ ҍ Ἄ ṒΌ ̔ ҉▫ʺ ἒ♬
ᾑʸҲ: Ữ̕ ʕ ự K ⁄Ἄ ἒ♬

‹ừЋ ‭ ḇ  ֩ᶨ (֟triage)ϕ ᶐὠʆ₴Ύᾭ(SIEM)‭ ּו ᵲ► ӻẃỢ

Corelation Search  ᴘ Ḙỵӄѡקּ ╢

╩ᾋҗ ╢ ẓᵍ ṧᵃ(triage)ᵎ ⌐  

͒͘Ҳʷ ḖӢᾋ ⅔
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╩ᾋҗ  ˡ

Ẓ╩ᾋҗ  ̒ᵖ ᴘἚᾂ ʹἲ

Å ╬ᾎҚ ̕ᵙᵑ  ṒΌ ╬ᾎҚ ╥ 

╪ג ╬♠̓ Ợ╪  ̕ᵙʺ ʺѫ

Ẓᾍἳ  ╢ở˷♩ ּק∙

Åᾐἶ  ╬ᾎҚ  ˤּש╙ ─ ᶛӧṒΌ

ᾅ ᵑ▫ҿ╖ᴛᵰ ̆ Ợ♣ ♬╥ӈ 

ṪἍ ˿ᴛᵑ Ⱡ̑

Ẓṏῶ ̒ᵖ ᴘἚᾂ ˉἍ

Åṓ◌  ᴛἝᾅ  ⅝̯Ợ ∟תּ ╙ ͙ 

─ ⱳỢ̕ᵙḓṪἍ/ҍ╞ּת∟

- 25 -

╩ᾋҗ  ừἚ Ἇᶕ: 
ṏῶ ᾂ  ■Ҽ ᵭ

╩ᾋҗ  − ᴘ  ἧ: Ɑở 

̒ᵖ Ḑ ṧἊ/Ҋ╛ ּק∙

╩ᾋҗ  ˡ :
 ╩ᾋҗ  ̒ᵖ
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Splunk╢ ҊᾋṏӢ₫ ♩ṏ Ɑ ᵎ ⌐   Workflow Action ͖Ѩ╖ ↑ ̃ Splunk ES╢ Ѹ‗  ⌐  ṧἊ 

ҊᾋṏӢᵎ  ↑ ⁭ ẓᵋ˪ ṧἊ‭ᶱᵎ Ὕ  Ὕ ▐ѡ ͖Ḗ╖ ♫̎

̐

ÅỮ̕ṪἍ⁄ ╥  ̑˶︣ ╪ תּ  ,

͐ṕ∟╬ Ὸ╙ ẖᵎ  ˭ ᵚ╖ᴛ 

ӥᵜѻ⇔ ⁴ ῷʾὡ ▓ҵᴜ ̯Ἓ Ⱡ̑

͖

Åҥ╪ ⁄ ҍ  CIM ᵰ ╬

⌐ קּ
(₉ᾎ)IDS ┬

╩ ᵖ♆ᾂ ͖Ḗ ṧἊ 
▫ҿḙṓ  Ӯ  ṪἍ

̎˳♩ṏ ṧἊ (№ṥ ⁴˾)
ҵᶉ╬/IP ♬Ṓ,  ─ ╬ ᵙ♣ᾅ ♬Ṓ

ὡҿ ṪἍ‰ᶴᵑ ▫ҿ  

á ּתӈ˿̆⁄ ҍ  ἝṨ♬Ṓ ⱳ

ã ҉IP ⁄ ҍ  ΩṨ♬Ṓ ⱳ

â̑˶▫ IP ⁄ ҍ  
ṪἍᶉќ ᵚ

ä ░ ḿ╪ תּ  ṪἍ ᶔ ╖ᴛ ╪ҿ ⁴ ▫ҿ ⱳ  

͖Ѩˉ⅔

Å̑˶︣  ŋ תּ  ╪  ͐ṕ∟╬╙  ͙

─  ⁷̕╪ и╘ ҥ╪ ẖᵎ תּͥ  ˭ ῷ 

ʾὡ ▓Ѥ ͙ѫ ̯Ἓ

- Drill-Down, Workflow Action  

> >

╩ᾋҗ  ừἚ ṧἊ ͖Ѩ

- 26 -
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ⱳỢ ╪ᾅ ̕ᵙ ͙ѫ╘ ▀ᴐ╥ Ợ̆ⱳỢ ḓ ṪἍ‰ᶴᵑ ὺ˭ ̕ᵙ ̆ ♠  ὡ ▓Ѥ ͙ѫ╖ᴛ ṒΌṪἍʺө ʼ╥ ̑┬₮ 

‰╖ᴛ ṪἍ ‰ᶴ ═Ἓ╙ и▐

̐

Å ḙ╖ᴛ Ợ̆ⱳỢ⁄ ҍ͙ ╬ג▐  ▬‰, 

́ Ἅ͙ᴜ Ӯל ᴛ ̑  ˶ἝṨỢ ⁄ 

ҍ  ╪  ˆ ᾎʻ ╬ג▐ ₮   ♣Ҁ 

Å̆  ͕─ ⱳỢ⁄ ҍ  ṪἍ╙ ʼἵ   ̆

‰ ͙ѫ Ⱡ̑

͖

ÅỢ↔▫⁄  ˭Investigation Read/Write 

̾ Ṩ⁴

͖Ѩ ˉ⅔ 

ÅỢ̆ⱳỢ ҿ╙ ▐ג╬ ͙ḙ╖ᴛ 

̕ᵙ ⁴ ͕̆─  ⱳỢ ᴛἝᾅ ʼἵ

Å₉, ͔╔  ̾Ợ  ̆ Ṓ ḛỸᾎ, Ợ̆♬Ṓ 

Ӯᴜ  ╘ Ͽ ⱳỢ ὡ , ♠, ‰ ̕  ᴝ

ừ̒˼̃ ּק/
ṏϼ↑ ӫᴙ

Ҋ╛ □‭/ ‭ Ὕ
ḙ ⱳỢ ╪ᴏ̕ᵙ͙ ╬ג▐
͕̆ṪἍ ̕ᵙ ʼἵ

ṏ̃Ἁ ỵἘ

á Ợ̆ⱳỢ Ͽ↔Ӯᴜ

â ‰/̑┬ҍỮ▫ Ӯᴜ

ã ṪἍ ▀ Ṩ, ὡ   
    ˤự╪ᴏ ּש♠ ʺ

ä Ợ̆ⱳỢ Ṓ̆Ἄ(PDF)

ḙ╖ᴛ Ợ̆ⱳỢ ▬‰ ╪ᴏ, Ṩ͙ ╬ג▐ ▀, 
╪↔ Ἅ Ӯ ♠̕ᵙל

> >

Ɑở ╧ᾂ(Investigation)  ̒ᵖ

- 27 -
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■Ợ ⌐  ᾋʸ

- 28 -

Investigation Workbench (  Ѹׂש ʾ ( ï  ■Ợ: 195.80.144.22 קּ ⁸

ᾂ И −  Ң╧ ⌐ IDS/IPS   Ẉ ‾Ӣ ╩    Ẉ

IP ⁴ṓ‛ ″Ῠ ᾡ ᾡӜ   ᾙ Ͼ Ṵ ửẚ  ╣  ŋᶐὠ ȫừẁ ₴ʂ 
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ṏῶ ╩ ᵖ♆ᾂ(ở↑■ ╩ ᵖ♆ᾂ->Asset Investigator )
▫ụ⁄ ҍ Ἄ ṒΌ ╪Ữ︣ ᵑ ᾎʻ♠╬ Ḣḹ╖ᴛ ⅝ἵʼ╥ ́̕ᵑ Ὸ  ὡ ▓ᾋѱѻ. ṒΌ ╪Ữ︣ ᵑ ᾎʻ♠╖ᴛ 
♬ҷ ⁴ Ὸ╪ ὡ∩ ѱѻ. ⌐ ,צּ╩  Ҽ, IDS ̎˳, ᵾ≈„ ̎˳, ╧ừ ⌐ ̒ᴍ ד⅔ ╧Ḽ  ╧ᵑ ╬  ὡ 
▓ᾋѱѻ. 

♩ ■Ợ╢ ⌐  ṧἊ ■Ợ ừἚ ϼ↑

♩ ᾋ♣╢ ♆  ⌐  ╩

⌐  ừἚ ϼ↑

- 29 -
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ṏῶ ╩ ᵖ♆ᾂ( ᴘ  ╩ ᵖ♆ᾂ-> ᴘ  Ἔ )
Л √   ҥ╪ ᵑ ╪↔ Ἄ ᴛ ̓ Ợ↔▫ ᴛ ▀ᵠ╙ ὺ˭  ὡ ▓ᾋѱѻ. ⁴͙Ἄ Ⱡ̑ӇѤ ᶔ╘ 
Ṓ ♠╬ ᴛ ⁄ ӈ ַא⅝  ἶἛө╘ ᾎ  ὡ ▓ᾋѱѻ. Л √   ҥ╪ Ѥ ♣ḙ♠╬ ṒΌ ̓ ─  ḓ 
─ḙ Ợ ╙ ⱳỢ Ѥҥ ᾔ ⅝ἵ░ѱѻ.

- 30 -
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ṏῶ ╩ ᵖ♆ᾂ(⌐  ╩ ᵖ♆ᾂ->⌐  Ҽ)
─  ╬ ᵙ♣ᾅ ἵᾅ (SRC IP, DST IP, Email Address, File Hash, File Name, ProcessӮ)₮ ▀ Ѥ ─  ҿ ♬Ṓᵑ 
Ⱡ̑ ѱѻ.

- 31 -
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╛Ӆ Ҋ♩קּ ‹♆ᴴ Ἇ♩ ᾋ ở קּ ᴘἚᾂ› Ӹׇ ᾋᾂ ♅╓ᴘ ■Ҽ Όד/ ѻ/˳ᵖ Ɑ  ͖Ѩ

„ҏ ẁ Ҋ╛(Adaptive Response)  

♠╞  ╞҆(Adaptive Response)͙ѫ╙ Ⱡ̑ ╥ ⁄ᴷ תּ ⁴  ˿̆ ḛỸᾎ, ᶷ▫, ╪ᶉ▀ Ӯ ῼᵝ╙ ṒϿ˞Ϯ, ṒΌ◑ẋ⁄ ҍ ⁴
Ѿ ♬ ╙ ḙ₅ Ѥ Ӯ╥ ҍ╞ ⱳ  ͙ѫ╙ Ⱡ̑ ѱѻ. 

ẂỮ̕˿̆ ἒ♬⁄Ἄ ♠╞  ҍ╞(Adaptive Response) ᶉќ⁄Ἄ ҍ╞  ἒ♬╙ ░ᴏ ѱѻ. 

Nbtstat , Ping, Nslookup Ӯ╥ ⱳ  / Email ᴛ˿̆ ḛἾ, Webhook, Ӯ Notice ͙ѫ╙ Ⱡ̑ ѱѻ.

Ẃ▫ҿ ҍ╞ ᶜ ἒ♬ẂỮ̕ṪἍ ᴷ ἒ♬

- 32 -
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Ữ̕ṪἍ ᴷ⁄ ╥  ─ ╪ תּ  ᾐἶ ̆ ́ ӈ ҍ╞╙ ─ ⁴,  ⇔₅▫ʺ Ѿ─ ṒΌᾎᾅ ἶ♪ ♪וֹ ⁄   ,Ώ̆ תּ

ES ⁄Ἄ ֹ⁷́ ♪וӈ ṒΌᾎᾅ ⁄ ҍ╞ ‰ᶴᵑ ὡ  (₉, IPS ◑ẋ⁄ ẇןᵙᾅ  Ӯᴜ)

̓

ÅṒΌ̕Ⱡ ‰ᶴ⁄Ἄ ҍ╞▬‰╙ ַא ⁄Ἄ 

▫ҿ ⁴ ҍ╞ ‰ᶴᾎ  ̓Ѿ

(ʕ ự, ̑┬‰  ʃ )

Å▫ҿ Ӈ  ̆Ợ♣ ♬╥ӈ √ ᴛ↕ 

͙ḙ╖ᴛ ⇔₅ ═Ἓ Ữ

͙

ÅҍỮ ἹᴴἪ ḿҗ₮ Ợ♣ ⁷ҿ ▬‰ ⅝ 

ɂ Adaptive Response Partner ỢѤ 

add-on ἒ ᴛ ּסᾎ Ợ↔ʺѫ 

͙ѫ ˌ⅝ 

ÅỮ̕˿  ̆ᴷ⁄ ּתӈ ╪ḿ ⁄ ҍ ⁴ ҍ╞ 

‰ᶴ  ŋὡ Ἄ ὡ⁄ אַ ╙ ,̆ ⅝ᾎ 

▫ҿ   ̆ὡ ˺̓  ŋ ╬ 

ừ̒˼̃ קּ
Ҋ╛□‭ Ὕ  

▫ҿ/ὡҿ ҍ╞ ḓ Ѿ́Ṋ ҍ╞
Ҋ╛╧ᴌ ╩

á ּת˺̓⁄ ҍ  ▫ҿ ҍ╞╪ᴏ ╬

ă ᾒ ӈ ҍ╞Ͽ↔ ╬ ( ᵚ)

â ѻ╛Ѿ́ ҍ╞♥  (ṒΌ◑ẋṊ  Ἢ ᾒ ) 

ã (₉ᾎ) ᴛῼ  WildFire ἹᴴἪ⁄ ẇןᵙᾅ ᴛ ʺ

Ữ̕˿̆ ᴷ ̓ ỮἝ ּת Ͽ↔ 

> >

„ҏ ẁ Ҋ╛(Adaptive Response)  ↑ 
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OSINT(№ṥ Ɑ ) ↑
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╩ᾋҗ ╢ ┘ Ἐ, ḵ⌐ Ḑ ᾑʸҲᵎ ˷♩ ѡҢ 

Ҳ∂╧ ӄѡ ■Ợ ♩ṏ Ӣˀ› − ᴘ→ ἧ 

͖Ѩ╖ ╧↑ ⁭ OSINTᵎ ↑№ṥ ■Ợ› Ҋ Ἁ OSINTᵎ 

↑ ⁭ ᾍἳ ˪  ἉẈᾂ ╧↑

OSINT(Open Source Intelligence)ӄ? ᾊӽᵆѡᾈ, ʠ˃ɕṟ, ᷅ӻ /ʿSNS џ λʠᾙɞ  ͎ʂȽй ₲ᶐ
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⌐  ♣Ὕ ↑
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⁴ṓ ᶈ    ₯Ề(risk score) Ῠ ᾡ   ˊ  t ╣ ȫϜ


