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Who is Splunk?

- 228 HQs: - 2003 A & - DA (HH[): 16,000+
M I 2HA| A R (AMER) - HE +4: - F7L71E: 110 = +
-HEH(EMEA) -Splunk Enterprise - Fortune 100C] 7| ¥: 92+
-S-Z(APAC) -Splunk Cloud « DZHAL (Sh=): 400+

- XA+ MMA 6,000+ -Premium Solutions =278, ti7[®, O=

.ol Oj= O 32X 4Mig > Enterprise Security(SIEM) A G AL
($1,803 YoY +30%) i ggs’;%a‘;iﬁtc’ TruStar(TIP) . x|y atoj4A: 10+ PB/Y

« LIAE 4% :SPLK > IT Service Intelligence
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ITOps(IT=F), DevOps(7i'E

splunk>enterprise -------- :
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Universal Forwarder £+?
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splunk

Search Analytics

New Search

App: Search & Reporting ¥

Datasets Reports Alerts

Administrator ¥ Messages v

Dashboards

Settings v

Activity v Help v Find

> Search & Reporting

Save As v Close

index=_internal

HMO{(SPL)

Last 4 hours v n

Events (95,559)

Patterns

v 95,559 events (7/27/20 8:24:00.000 PM to 7/28/20 12:24:51.000 AM)

Statistics Visualization

No Event Sampling ¥ Job v s & 4

? Smart Mode v

1 minute per column

SELECTED FIELDS

a host 1
a source 12
a sourcetype 8

FIELBS
il

I S
uﬁpwt = = =

# cpu_seconds 100+

# cumulative_hits 100+
# date_hour 5

# date_mday 2

# date_minute 60

a date_month 1

# date_second 60

a date_wday 2

7/28/20
12:24:50.822 AM

K2x|p 72820

12:24:50.822 AM

> 7/28/20
12:24:50.822 AM

Format Timeline v — Zoom Out
u —
A A< C|O|E &
AT T AT A T T T T T T AT T AT AT AT |||
List v # Format 20 Per Page v 2 3 - 5 6 7 8 Next >
< Hide Fields iZ All Fields i Time Event

07-28-2020 00:24:50.822 +0000 INFO PeriodicHealthRepo
to_stanza="feature:searches_skipped" node_type=feature
ed

host = ip-172-31-21-130.ap-northeast-2.compute.internal
source = /home/ec2-user/splunk/var/log/splunk/health.log

07-28-2020 00:24:50.822 +odFRJINJOH PerEIilc@;lt»Et
elkype=Featu

to_stanza="feature: searches_@layea nod
ed

host = ip-172-31-21-130.ap-northeast-2.compute.internal
source = /home/ec2-user/splunk/var/log/splunk/health.log
07-28-2020 00:24:50.822 +0000 INFO PeriodicHealthRepo
nza="feature:search_lag" node_type=feature node_path=s

host = ip-172-31-21-130.ap-northeast-2.compute.internal
source = /home/ec2-user/splunk/var/log/splunk/health.lo

rter - feature="Searches Skipped" color=green due |
node_path=splunkd. search_scheduler.searches_skipfg

sourcetype = splunkd

rter - feature="Searches Delayed" color=green due}
node_path=splunkd.search_scheduler.searches_delayf

sourcetype = splunkd

rter - feature="Search Lag" color=green due_to_stg
plunkd.search_scheduler.search_lag

sourcetype = splunkd
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splunk r App: RWI - Executive Dashboard v Messag Settings v Activity ¥ Help Find

Socuty Domns

WI - Executive Dashboard VPN~ Authentication v Video Conference v Others ¥ ggg RWI - Executive Dashboard

Security Posture

RWI - Executive Dashboard Bl EEnn -

THARAT ACTIATY aUTk uskRs ToTaL MESCTIONS canseaTEs RSk

decesting
Active VPN Sessions Active Zoom Meetings Most Popular App Today 9.4k 'zﬂ medium iy extreme

2,451 419 Salesforce

718 Unique Users Accessed tf Today

L\ AR AR A

" RPN R AR

“y’\! (AR
Description: Current number of connected workers. il n: Current number of Zoom meetings. Description: Most popular apps accessed today. < b ‘_ s 0y

Number of VPN Logins Number of Zoom Meetings Top Apps

4K
Fallure Success — Success Rate % Number of Meetings  — Average Meeting Duration (min)

\"”’\

T T T T ST (UL SRS, . L. . — S— r
Mon Mar 23 Tue Mar 24 Wed Mar 25 Thu r MonMar23 Tue Mar24  Wed Mar 25 Mar 26  Fri Mar 27 MonMar23 TueMar24 WedMar25 ThuMar26 FriMar 27
2020 2020 2020 Events Patterns Statistics (1) Visuslization

3
ES

—

Number of Logins
@
2

(%) @y ""ng uibo
Number of Meetings
a
o
R

Zoom

Description: Number of workers connecting to VPN over time on a daily Description: Number of Zoom Meetings created over time on a daily Description: Top applications accessed over time.
basis. basis. n

Connected Workforce by Location

latitude: 38°29'22°N {
longitude: 78°24'12"W

Line Chart
Track values and trends over time

Fragmen
(by comparison_category]

4+ i © 19mago

Description: This map shows where our Workers are connecting from.
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L)
Scheduled

AN

d1 Eg|A g4

Alert

Real Time
Alert

@ Log Event

Send log event to Splunk receiver endpoint

SYeo= &2

Output the results of the search to a CSV lookup file

ﬂ Output results to telemetry endpoint
=
Custom action to output resul

ATRE M3
Invoke a custom script
] oluiled 27|

Send an emaill notification to specified recipients

(J:Q:) Webhook
Generic HTTP POST to a specified URL

Its to telemetry endpoint

= Email/SMS £ X| & Jira/NMS/SNS &=

o Q. .
ES *POF 27| E HE 7ls= S £ O
HEES
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30+ 7|2 &ue|F 2 EXY
St&: Logistic & Linear Regr., SVM, Random Forest &

St&: K-means, DBSCAN, Spectral Clustering &
O 2 SciPyQ| 300+ LEAA lo|EB{2| B 7ts

447§ =0k ITS B{Al 2] X 8L0p0] Tet oA §IZ22 2
7|'| E”OlE-IA‘lIO 7|_x|—| HHl_E—| A|7_|| MLI-IQ‘—l— 747( 7|_|_

galz va g
A1

MAN fit MH

=]
3= Ev:-u x—|gp5 4 ZZES

-IOP

JZ0|ERE 1= 38
7l EME MLEE

| &

HOXﬂMA% PR

2Ol M &

oot

M
o

ChoFst

ML O|X| O{A|AE

E°+ Lipl
Predict VPN Usage
* Predict the Presence of Malware
» Detect Outliers in Number of Logins
* Detect Outliers in Bitcoin Transactions
* Forecast the Number of Employee Logins
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33 S0 M2 HLEH ML

o A

Tl

6. &

, TS HEoIH HO|HE A[A=toto], 7HX| &=
o

Splunk®| App EcosystemOl= CIO|EH & 7t 2 S
Zote|0] AL L

.
L
AZHE B & == 1000 7HX|2] =2 OjE2

2 |
MLTK Machine Learning Toolkit= Ctot ML 7 iE S B AMSH7| @t {22 SPL EE, HAHE A3,
OfA|AEA Sl oM E HSgL ot
S_platd%oﬁntlerfrisef D{Al GIO|E{2] QIEiA AN ZAM 2A ZHD 9 AZt3E 93 O|M A2|E|H
=SB L

H|O|E| AO| A uto] =2t

= = & I 8 KX

Clean & Search & Pre-processing Choose Build, Test, Operationalize Visualize &
Explore Feature Selection Algorithm Improve Models ~ Monitor Alert Share

MLTK MLTK MLTK MLTK
Splunk Splunk Splunk Splunk Splunk

N ®)
SIEERIES=

>

Collect
Data Munge

Splunk Splunk Splunk

o
T— o L
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CLLNART LG EEEEEEEE——————————————
7. et App SEH A R #H 7L E|
S 2800 22| 2[AAE HWEA |PAYE 7

splunkbase.com 2500+ 7if O|Ato| CHQkst M

Answers.splunk.com 9 EI_I' ?j ol Q&A
M A 857Y user groups

400 ol 71 2] partners




A
ot App SE A X HFLUE|
App & Add-on
> Splunk, 7|= &8 LELH = AAEXA AR L E|GAM 7
> Splunk S =S 2ot 228 F= A 2E E 17X

|
> £4 7', 58 L= AtE At 0] oot 2EI= Bl 7|50 : 20 M, QA EE 8l S8h=
Msorl 20| el 7 HoHAH HAEORO|E Sl A AL

> Splunkbase 0| A 25007l O| & 2| £ = App 1t Add-on CI2EE 7h5
https://splunkbase.splunk.com/

~
M
i
02

Apps Add-ons
VA ASE OAEE EOM, B4, A2} v HOlH 7t 7], HO|y O & EE= MHEE
2 2A=22E ZEstA Splunkl A *”(saved searches) X O3 2 M3t &L
HIOIE M 7HX| & & AlZtS BSOS = EH 7|52 Splunkdi| XS

P EETES

S EWANICH @ (& Y



https://splunkbase.splunk.com/

8. Splunk as a Service

HE WhE 7HK| &3 AL, E|aeke| el=et, XL 74K

ZHEESE 3EHA| - O O v Software as a service (SaaS)
1 % H5E E” O| E C"OA3 v B2 _15027001, SOC2 Type 2, PCI,
O 2HC AI2X} @ HIPAA, FedRAMP
9 |___ | | E‘l O‘” A" / 'Xl (P:'l 7| ] v HE T =239} - optional encryption-at-

rest

IE_|-E=| X o] o]

=1 71 = L

I3

ot

v 100% uptime(7tSA|ZH E%&

v 24/7 NOC/SOC X|E!

H[O[E =&

> Splunk Cloud Service Description: htips://bit.ly/SplunkCloudServDesc SPlUNK > twrn sata o coing



https://bit.ly/SplunkCloudServDesc
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9. Splunk Tt

Splunk-Built I Community-Built I Custom-Built
. 2500+ - Build apps for
. .y Splunkbase your unique
Security Observability apps needs

>  Public Clouds

a

The Splunk Platform

, d
Collaboration )

Machij : Search and estration
Ine Learning Scalable Index Visualization orch
we  Events Logs Metrics Traces Cp
i Apps / O
Third-Part
Y = i

Tools — On-Prem Services e
==}  Data Centers o Edge o
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XMICH SO

CEEM T Al nEjAfet

=4 7|8e 2O 2d= Sl T2 E et A8 Atdi|(Use Cases) ol 2

USE CASES
(Gl AT)

APPLICATIONS

PLATFORM

DATA SOURCES
(GlIAT)

s v Monitori Advanced Threat Insider Threat Fraud Analytics &

ecurity Monitoring Detection Detection Detection

Compllal_‘lce & Data Incident Inves?lgatlon & Incident Response SOC Automation
Privacy Forensics

Splunk Enterprise
Security™ (SIEM)

Splunk User Behavior p
Analytics™ (UBA) <

>
phantom (SOAR)

App Eco-system,
Security Content

splunk“> (Core, H/HO|E| £ SHE,

(A1 H[o] &)

LS8t Logs(=2E 20/ FEfRE Network Wire Data Threat Intelligence
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+Ad= E'—IE1%'( ME, 24) AU
H A =

HE Lo

“H[(Non)-E QP H|O|E| : OIF O|= L/dSt= ALEAL
H|O|H 2 “USqX|X| 242 (Unknown) $I&” AH5=

(0fl) AD, OS, DNS, DHCP, 0|0 &, H E<|3 1{Zl(wire data),
Hi X[ (badge), ICS(industrial control systems) &

«H O H|O|E{ : Tt EOF HZF9| Alert =310 Alert(d1)
-> & “22{ Tl (Known) {I&70| CHet A0 QF

(Oll) 23+, IDS/IPS, Anti-Virus, APT, SPAM-filter, Proxy &

Splunk > turn data into doing’
-19-



© 2022 SPLUNK INC.

Splunk ES: Analytics-Driven(=43 7|} SIEM

z275 ([MEPARCIEE, A\ Ex Z A} R E
1S3 Q) R
_ HE |5 Al XAHZAH Al g M2
il M A a H 1 = et g -~
==4= a Review) e (Determine) (Decide) > Act & Adapt)
! £ 20
() @y Q)
R_ \l/
e Atgt QAAHE 4= X K A0 A} =M A S
& TK| £ TAWHOF T Jlsst st e olgoz 2t §|O|Ef H|E = HE|AEQ}
e St Al Ad ZH CHA 2 %|CYSH 2 A 2 CHE 2= HO[Hete| 2A7FER
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Splunk ES: Analytics-Driven(=41 7| %) SIEM

52715
=2 )| oui)glldeﬂ XA|./7:II AloH&I‘l_g_
Determlne (Decide) (Act & Adapt)
=0 7| HOMZM EAL QAERS Ol E AR B 2 HOI HEHAE 243}
Notable Events Correlation Search Asset, Identity, Others
e e HA g 718 =4 712 HE HQt HEHIX
Splunk Enterprise
Sre)curitym P Threat Info Management Risk Scoring Framework Views / Reports / Rules

splunk> ~= ¥ ~7

e

enterprise  Coflect Store Ad hoc Analyze Report

Search
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QINHE £7

QIA|GIEQ| HE 2R (triage)= HOF2A| 2L (SIEM)L| & HiR| I Z M|A

MEDICLINIC ™ [ w0 ) EMERGENCY

UNDERSTANDING
TRIAGE

=& (triage) M| 282 S5 MEO
M Xz M =2 E dot= £ H
Moz o|NE| ] ZHIE O

—

VERY URGENT

— . URGENT

At S5 AEHO| =A5HE O @A Me|otLte?

@:EN) ROUTINE

\\-.._.//

= A &l staff7t X}t 2= 7|0pE & 9l

EZ!‘ | 7|:LEE .l.l.17|- AI'EI:I'I‘J-I—l' 7II:I'EEI _JF 31
AtEES EOHSHY| 2|5l
=/ A2HES AL

WHY ARE WE WAITING?
The triage system can be distressing, especially for parents with a sick child. But it's necessary
in order to treat each patient fairly.

Immedlate attention.

A serious medical condition.
Expect attention after red
patients have been stabilised.

Expect attention after red
and orange patients have
been stabilised.

You can function without
immediate care and will be

attended to as soon as possible.

© 2022 SPLUNK INC.
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QINHE £7

AATEQ| tE EF(triage)= EAAMZS(SIEM)S| A HRH T2 A2

i Urgency # Time @ Security Domain #  Title & Risk Events =

B v 712 5. OIA|HE O|HIES| &M 2912 XB}7| Q|

> Medium 2 20220118 1Y ©510:30  Threat ATT&CK tactic threshold 7 (L | . T —TlE o TIO
exceeded over previous 7 days 7' :. - xl.*l- (@) A-I AL O I + O I E AlZE E
for user=richards [ H - =T -_— 0

(] > |@Low 32,2020 o 252 @E 658  Thredt Threat Activity Detected
(31171154.114)

D % | & Critical =2, 20204 88 288 2 2:00  Acce§s Geographically Improbable -

/\ Access Detected For richards IH_I' ﬂE_l

e 2423 g g E £8%

" ||AII vH ||An

Corelation Search?| EIX| 2 WME| =

= 8302 = O 'L
QIAIHEO| Wi} E & &/ (triage)E Tt P
AZET HEA He
v - emea
— O|HIE AlZI: I
oF — o=
(l-_] Informational Medium High Critical °© s o s w3l w ® w4 5 -
pd Informational |  Llow : Low Hig Mot Mitch Moy B medum
ol' Informational low ow [ Llow Mediu ligh e aisa
Informational low oW Medium Hi Critical ; N , -
. - —.-l = R . ip = mac * nthost + dns owner % priority +  lat = long * city * country #  bunit category *  pci_domain * is_e
'(J lnformatlonal Medium Med'um Medlum " Cr’t’cal prod-mfs- low 38.95940 -7704 washingto usa america untrust
I-I<_ Informational | Medium Medium igh Critical Critical 001 5 nde s
101.36.2 Bill_william critical 37694452 -121.89446 pleasanton usa america pci trust true
j o s 1 s splunk
host-006 high 50.84436 -0.98451 havant uk emea pci trust
wireless
host-005 high 50.84436 -0.98451 havant uk emea pci trust
wireless
o A oI . |-A | H -I-H -I O EI' EI‘ |- |— A-I I-l OpS-5ys- medium 32931277 -96.818167  dallas usa america ci trust true
Tﬂ_ll—--r-x I_l-OII EOA El_l- I:ICDX7 = O 00 s ’
*I 7* . AI‘__IL_ 74 AH = | -I A-I I‘I Ops-5ys- medium 32931277 -96.818167  dallas usa america pei trust true
|:|—|E-o|_|'|:|—|E()1A =) oot s

)IJlLI| 1IN 2 Wurn aata into aoing
- 24 -
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OH

QH WA 27071 H - HE 27171 \
FIETS AEY A9} el
I
M Ci

s e g2 vas Ll 257 wet soqgl Y sy AR EE SR U8
ey - | [ | [2a - [2a - [# -] [(2u s - | [ #rconetei - |[ s | [ At T EPp

Azhel A AlZE
6172 O[HIE | | YRlE OIMIE B% B 6 | 2 3 4 oe> [ comume. |[az2Eo
O i Tie e Type ¢ Time ~ Disposition = Security Domain # Urgency ¢ Status Owner * Actions
D >  Malicious Document on wrk-btun olHE 2, 20174 83 258 9 11:32 Undetermined Endpoint A High Unassigned Administrator -
[J | v | ThreatActivity Detected (nc.exe) Y F2 oME 4, 20174 83 239 2% 2:59 Undetermined Threat @ Low New unassigned -

Description:

Threat activity (nc.exe) was discovered in the “file_name" field based on threat intelligence available in the file collection

Related Investigations:
ZALFH|O|AHE LS

Correlation Search:

Threat - Threat List Activity - Rule [2
History:

View all review activity for this Notable Event 2

‘Additional Fields Value Action

Destination 160153.917 A

Source 10.0.2.109 v

Source Category workstation -

Souree City ..

Source Country Desc"pt'on‘

Source DNS The device 10.11.36.20 was detected making 3 SMTP conn|

Source IP Address

Source MAC Address Additional Fields Value Action

Sy NT H

ource o 1 Source 10.11.36.20 v

Source Owner

Source PCI Domain Source Business Unit americas v

Source Requires Antivirt s C t . >

Source Should Update. ource Lategory pci

Threat Category splunk v

Threat Collection S C. PI

S ource City easanton v
Source Country USA v
Source IP Address 10.11.36.20 v
Source Expected true v
Source Latitude 37.694452 v
Source Longitude -121.894461 v
Source Owner Bill_williams v
Source PCI Domain trust v
Source Requires Antivirus false v

QAAEE HM 2F:

HOF A E X}F 0fE

-25.

Nbtstat 10.11.36.20
Nslookup 10.11.36.20

Ping 10.11.36.20

Stream Capture

Traffic Search (as destination)
Traffic Search (as source)
Update Search

Vulnerability Search

Web Search (as destination)

Web Search (as source)

Fea
99

as
hme

QAATLE I SE AH:

Add Event to Investigation
Create notable event
Build Event Type

Extract Fields

Share Notable Event
Suppress Notable Events

Show Source

2| 2 M-S X &
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MEE dM &4 71s

Splunk®| CHA|REQ} HE X3

E 2|3t Workflow Action 7|
CHA|REEE 850 HE2AH &M

523
U 5 s 7|uHE X2

A4 | 'I =] A
o - e i 2 Edl =
HEHX SHAYE 2 (95 & olga|MA 7|y B
e
A o EHol/p HE °|°4°IE*'E|7<'IA qe AEHIE TIE £ =
( )| DS & |_ oL, TlEL = gl 1] o
i = - O T
AE HMADE XS S
To ™—d o [==}
17 t | =3
i Azt ot =ojel Hg 3= ea B
17/08/31 (o Malicious File Downloaded at 50.31.150.175 from http://dema-fraud.splunkoxygen.com/wp-
6:07:10.000 cnmemtugloadsnm7,’05/induslrial-dala-fnrwarder-fnr-selunk-manual,gdf Critical Access Search (as destination)
E S H X S
@ I:l-xl %.l 7C:>’ —Tl— 0” I:H O|_|- A-" T 3 E }_2' Related Investigations: Access Search (as source)
Client 50.31.150.175 downloaded malicious file http:/demo- Currently not investigated Kok HIE|
fraud com/wp- ipl 2017, ial-d; N
fonspincmantial pif Correlation Search: Asset Investigator
Additional Fields Value Action Access - Network - Malicious File Download - Rule .
»
=ojel S8 U
Destination 50.31.150.175 History:
Destination Expected false Vigw all review activity for this Notable Event Facebook Threat Exchange lookup
Destination PCI Domain untrust —'— Pz XI‘ I P O'" I:H "[_ @
Destination Requires Antivirus false |=| A‘i L =3 il Map 10.11.36.20
Destination Should Time false e | EI'” I = =3 1) 2 [ ARt A8
ST hould Und o Notable saved 2017-08:31706:07:07+0000] admin Google 10.11.36.20
Destination Should Update alse
e — e TR6.20 m | o I Risk Analysis saved 2017-08-31706:07:07+000Q) admin Intrusion Search (as destination)
Source Business Unit americas HWE OfEEE tig 27|
Source Category pei splunk - — .
Source City Pleasanton v :
Source Country UsA ~

1. Check antivirus status on the endpoint : Symantec ATP Check

SHEIP Off CHEHR R EE =3
C 0O @ centralops.net/co/DomainDossier.aspx?addr=10.11_ zjo| 3 @ xIOIEI-xl Oll:l-” E I:lA-|§|_|:|:| OE olE-(‘jl_o:I xl_E _7F_§|
—— T = — S S

108 WH
Domain Dossier investigate domains and IP addresses s ol

domain or IP address 10.11.36.20

IM0ls  FRAHOM ¥ Av wgSWRlv  WA{eud)v

domain whois record DNS records traceroute sre
10121183
network whois record service scan %) 1012167

10121183

2017/08/31 085452 ONSOVERFLOW.SCO-NAMED2.0F| 1012167
user: anonymous [125.132.250.192]
balance: 49 units (R olus
log in | account info (e LT anupSeet] > 17/08/31  Aug 31 08:55:48 2017 natint3.juniper.net 1 Aug 31 08:55:48 2017 192.168.1.130 Jnpr Syslog 11718 1 (syslog@juniper.net daylds-20090426" recordld
8:55:48.000 meGe 3 vDomVer: - \

% 2235
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Splunk ES2| ChEst 9|3l 24

BI|lsMe

. BHYBEZ GRS 0l DAL |

2|5l HE0| =2 G|O|E{77HK| B2 AH| &0}

2 UAe7ls -_r“éi

- Drill-Down, Workflow Action

of oot SAE= E.:*XI 0|=,

8 7|E}
+ Glo|E{o] Cifgt M ofZtol
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ZAAO|2 THE| 7152 AR ALDEA I BAYRES A B2StD FHEY 4 Y J502 HOPNIIE Zto| 3]
HeloZ 24 42 5243 59

8IS 7H9

Etietel 7jgte 2
tFEIOP01 lu

1—|<=;._.d ZTAFZ2MA 7Has}
- O 28T AL HE LA AILEE
|

SE3 Sy FAF 43, XX HY e

@ AFDLZAF 231X (PDF)

ADEY- RS APT 324243

@ MIAZAL HESE

Notable Event: SETHSof A Tt QT 2 X|SEY

21}

SN A3 By

2007 60 24
20177 B8 91U 28 11448 )

8 19708 15 18 27 94l 08
I4EC EAHY PPT

Efelatel 7o Azt Ciet At
ZM7|2 S AR 27 AlSA
Ciot Of5 2t of Efelatel Ajztst At

—=

2007 w30 s 1 e
1T 1l e

it ot ot 38 i)
e R S,

« g PIEEA CHet 242
Dashboard viewéd: ?j% 7|% X-”_CID_
ess_security posture

Risk View 01 7I EI-

investigations start

Search executed

« AFEXIO|A Investigation Read/Write
Malware Infected Host
J discovered .IOl' O:I
[ ] L [ ] [ ] [ ]
10:21 PM 10:22 PM 10:23 PM 10:24 PM 5 PM 10:26 PM 10:27 K
EfQ2tel 7|Bto 2 At T A} AH o|34 x4 Shvigely
74 5 FH22| 80

splunk > wn
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=
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| 2 2ot IFAIS AlE

Ci% 2% §211195.80144.22)
i
:
e

S 2% §71(195.80144.22)
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HOFOIEla| ™ A (ALK} QlRllg| M A

RRALO| CHSHA] HQF O MRS E AIZEQl Wz QA7I0| BAS TS 5 AIALICH B O|NTSS AZKOR
MEsiol moto| 2L 9IF, YE B, IDs 2, Helo| B, OjMWS| B T OME FO|S HAY 3
ol |C}

A H .

Asset Investigator

BUSDEWV-005 a4

’/—mﬂuﬁlﬁ it SHIHE
{BUSBEV505]

pmmr e s
! category: pei, cardholder requires_awv: true

city: Pleasanton
{lat: 37.694452

should_timesync: true
is_expected: true long: -121.894461
pci_domain: trust, cardholder country: USA

_time: 2020-04-02T10:28:31+0000

t should_update: true nt_host: BUSDEV-005

E‘bunit: americas priority: medium

.

202041 2T 6A OF 20204.2 2F 6A 0F 2F12M 0= RF 6A 0F

-
202043 o7 6Al 0% el 34 (3)

20204 48 28 202044 43 2%

GMT+0900

Search returned no results. Q 2 a

action

allowed
deferred

dest

BUSDEV-005
signature

Mal/Packer

unknown

20/04/01™ 20/04/02 ~ ‘||| rr
PONDEROSA\lazott
PONDEROSA\widinha
\m o &7

sl s ‘ata into doing’
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LHEILHZ| -

TH AIZH

By

PROTOCOL ACTIVITY LONG LIVED CONNECTIONS STREAM CONNECTIONS ENCRYPTED CONNECTIONS TOTAL BYTES
Unique Protocols Count Total Count SSL/TLS Connection Count Bytes
-

236 ¥ 2333H.3 164%™ .3 0¥

4o g2

cnn 10.0.2101
cnn.video
deempc

failed
172.311010

s52.4010.231 [ NG
1001.200
1002105
10.0.2103
0 250,000 500000 750.000 1000.0001.250.0001.500,0001750.0002,000.000

count

google_play

HAZt 28 Jkstt

dest & dest_port = transport & duration *

172.31.10.10 4 t 4018874780

52.40.10.231 t 3885354490

sparkline + bytes 0.0.1.101 5  t 3881423967

136918778709 ~ 40.97.130.178 3 3829651600
133823745722  40.97.130.18
39740486372 172.31.4.249
12314324739  172.31.10.10
2161114289 ~ 40.97.128.226
1985092233  40.97.131.114

755723661 172.31.10.10 tep 3320997320  71.39.18.125

586274848 ‘T‘ 2 3 4 5 6 7
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F| AZH

pguls]
THREAT MATCHES THREAT COLLECTIONS THREAT CATEGORIES THREAT SOURCES THREAT ACTIVITY
Unigue Count Unigue Count Unique Count Unique Count Total Count

0% 0% 0¥ 0% O0*

AlZhol| mE 91E g5

— bad_ipsl74.207.253.34/32

7t ErEEiel o E dalM b gEel oY 2

de(artifacts) count source_id £ source_path & source_type &

threat_collection = sparkline = search &

iblocklist_tor fopt/splunk/var/1lib/splunk/modinputs/threatli ist_t csv
ile 0 File Name Matches

bad_ips|74.207.253.34/32

Per-panel Filter & _time % threat_match_field threat_match_value = sourcetype = dest = threat_collection = threat_group % threat_category &
] 2017/88/18 14:40:00 dest 5.39.93.112 n:t i 12 5.39.93.112 ip_: 1 iblocklist_tor threatlist

O 2017/06/23 13:20:01 t 74.207.253.34 stream:http 10.0.2.1 74.207.253.34 bad_ips|74.207.253.34/32 undefined undefined
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O{HE|E CH-Z(Adaptive Response)
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= O

X & 878 Al AHH0f X|dE i S=2 M| A0 w2t A|AMMOo 2 X5 YE/AT/AZ| =X 7|5
M3 SH(Adaptive Response)’|s= M-S0 B X| S0 25 d10 LA s
C x 7

= , =4 ot 2 & €85 2L, 2HEH [0 tiotd
AEH M S BHFotE S S =X 7|52 MSELIL

O &adn d™oM X3 Cf-S(Adaptive Response) M| 70| A CHS ¢

Nbtstat, Ping, Nslookup 2| £2| / Email 241 ¥&, Webhook, &

QAs oS g 28

Adaptive Response Actions

Select actions to run.

+ Add New Response Action

Category Device Control v
Show only recommended actions
Dominos : Order Pizza
Category: Device Control | Task: create | Subject: splunk.event | Vendor: Dominos

=) Endpoint : Check for new Hash

Endpoint : Check for new Hash

Category: Device Control | Task: create | Subject: endpoint | Vendor: Generic
= Endpoint : Logout User

Category: Device Control | Task: allow | Subject: endpoint | Vendor: Generic

i, PAN : Block Traffic
Category: Device Control | Task: update | Subject: network | Vendor: PAN

Lyl PAN : Quarantine Host
Category: Device Control | Task: update | Subject: network | Vendor: PAN

A SNOW : Close Ticket
Category: Device Control | Task: update | Subject: endpoint | Vendor: SNOW

Splunk > turn data into doing’
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AMJEH M 2 of Q| Er =) 25 re) o9 o o o A H RI™AH ™ANAES Oof
gtz E0 et -r|.=.|:.7<| Ol2 &5t A =2tz EHOE ?I5Hd, —I-OXWF THel EOMA |0 AE ZEOHA] B4,
INPS ©) A H o o= ASHS =k =
ES Ol A AA =l EtA|AH0f EHo ATS AL (0, Ips FH|of 2U2|2E 5F)
S EH 28K "
= E o=SH TS CH=20|=24 S0
SAZAEK AHE/+5 Ole X BAE 08 HS0I= =l
s e
< Y, °
- JEED S0 Xl OJMIE0 Ciote THS
) o
BRE TS SYOM AL, ERA
Azt sotoiel o | AR gadil & I <N BX HS s | Nejo | s X|'02|- Ol-‘T'— T%.l Eﬂl’E %'I-'—I %I-
17/08/31 Malicious File Downloaded at 50. 31 150 175 from http://demo-fraud. splunkcxygen com/wp- A
Gor10000  Network /2017/05/industrial-data-forwarder for-splunk 1.pdf Ghitieall LT . -
: : >R=ml,
Description: Related Investigations:
:}rl;ile::lt 50.31.150;17ic‘14('7:4,1n|iaded malic'i'?usJﬁlezr(;t:gzlll;g,an?- e Currently not investigated. ° EOI_"_TIILI-X-" %‘I_?_O-”A-I EH%&F%"% % FO-”A-I
for-splunk-manual.pdf Correlation Search: X E-l_ _CI)_ E 2 m I:IA 7|' E'I'x
Additional Fields Value Mapm Hesponses‘ @ El‘xl >4 J__II-O-" I:H '(')'I- xl.E I:Hgo 24 =} | |:ITH9-|-_' |-CO)10-| IH:IO_lil_T | — -
Destination 50.31.150.175 . == = < e e (?:. S, STreT il"_'%)
Destination Expected false %E" oc J\I?_' )-}-S-IJ' QE.H
Destination PCI Domai trust — i o It o
D::ti::li:: Requi:e:ir:ltivirus :anlses Notable saved 2017-08-31T06:07:07+0000 admin ' success * Xl‘%_‘?_l‘El_ﬂ AH(—-I jgglE'—l T‘IEEET
i b foee Risk Analysis saved 2017-08-31T06:07:07+0000 admin + success Jdloz 23 584 SkAl
Destination Should Update false
Source 10.11.36.20 {50 AsFl ofglElE S 8| & ASHE 2L =0l (% 2|
Source Business Unit americas a 7| El_
Source Cat i splunk Next Steps: &
| e ¥ @ CHSTHA| CHSEAH (HOMRH|E M M)
Source Coun L T
Source Expe:Zd Adaptive Response Actions 1. Check antivirus status on the endpoint : Symantec ATP Check Action Status ° I:H )<\3F %ﬂe—ﬁ Hil EI 9" A|'I-| g% & J'él-g—
Source Latitude 2. Open a new incident in Service Now : SNOW : Ticket Open . =
zou"’e '(-)°"Qilude Select actions to run. 3. Delete infected file : >'< Adaptlve Response Partner Al- —
ource Owner

+ Add New Response Action ~
Source PCI Domain

Source Requires Anf
Source Should Time
Source Should Upda

-~ m PAN : Submit URL to WildFire

&fmantec ATP Delete File on Device

add-on AX|Z2 SA| AR

OAl) 22U E WildFire 28

-33-

Splunk > turn data into doing’



SRR —
OSINT(Q| 2 BT Z3)) 28

OSINT(Open Source Intelligence)2t? A Z20|C|0f, L= HM, S2/SNS S FOAILE S7HE &

i Urgency * Time ¢ Security Domain ¢ Title ¢ Risk Events ¢  Status ¢ Owner ¢
v A Critical =, 2020 88 28% @% 2.00  Access Geographically - New unassigned
Improbable Access
Detected For richards c O axmune Con
.\f\ MAXMIND Products~  Support v  Developers v Company~ Blog Contact 2 w Q
Description: Related Investigations:
Login attempts for richards from geographically distant locations ( Bl ZALEIX] LT GeolP2 Web Service Demo
Tirana, Henderson ) have been detected. This is an indication of X
5 5 = Correlation Search:
potentially malicious or unauthorized access attempts.
) . . Access - Geographically Improbable Access Detected - PRD - Rule [4
Additional Fields Value Action 1P Addresses
History:
I Destination 64.72.97.221 I @ istory 64.72.97.221
Destination Business Unit E Il review activity for this Notable Event (2

AN A ZHTHA 7|t
Destination Category E suting Events:
M|IA HMRE 7|Eh

Destination City b ygin and escalation attempts by richards [2
Destination Country | Investigate Asset Artifacts
3 il Event:
Destination DNS E Xiab ME “
Enter up to 25 IP addresses separated by spaces or commas. You can also test your own IP address.
Destination IP Address € 7/2020 20:00:00 -0600, search name="Access -
Map 64.72.97.221 . - :
Destination Expected E dhically Improbable Access - Summary Gen", se m
= HE 24 o i ime=
Destination Latitude 2 FROME HY >w=1602092940.000, info max time=1602092940.0 GeolP2 City Plus Web Service Results
Semtinsion on i 2igo] 4y afo search time=1602092944.736, src="31.171.1 _ i :
estination Longitude ~ G ; dest="64.72.97.221" 5 user-richards, speed IP Address | Country Code Location Network Postal Code Approximate Coordinates®* Accuracy Radius (km) ISP Organization
Destination MAC Address MaxmindZ O| &8 IP 91X ZA: 17.23", src_app="Junipef SE-IVE™ STC TIT="TT| 64.72.97.221 | US Loy | GRRRTER | S a0, 5 LasVegasNet LLC  LasVegas Net LLC
evada, ELERT]
Destination NT Hostname 64.72.97.221 ", dest _app="Juniper SA IVE", dest lat="35.99 United States,
Destination Owner [ S 3 -.,.Jdistance="6400.34", src_city=Tirana, src_long DI T
Destination PCl Domain HAE . ="20.00000", src_time=1598558386, z‘iest_c1ty=Hende |
on, dest long="-114.95920", dest time=1598554078,
Destination Requires Antivirus HAE
A oo 3 View original event [2 e

Destination Should Time EHAE (o) ||: E OI A'l H-| | al AMZicCc = Z4 X = I

\ Ol A|H o, A HAdES AEot=0

= F ol = 7} | 0_| = O OH
EOI Eln_ |'|_ E HA01 TE-EET M
o ol }o;| 2 3l

Q|5 Xi4tofl Eisi A OSINTS
28910 =551 BE MH| 2 0|8

ko
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ZA2=(risk score)

o] #1714k &

~

Today, 2% 10:56 A, High Threat 24 hour risk New
thresheld
exceeded for

system=172.0.07
~ MITRE ATT&CK Posture for this Notable
The highlighted technigues wera detected on the risk object 172.0.07

Execution [2
0 of 35 Technigues [0

Initial Access [2
0 of 12 Technigues (0%}

Reconnaissance [2 = Resource Development [7
@ of 10 Technigues (0%) 0 of 7 Techniques (0%)

o
Risk Threshold Exceeded for an object over a 24 hour period
I EE a
T 7HA 17,
718 Ha 5360
Risk Count 1
g alann
in1212

modaction_result

15360

Persistence [
0 of 70 Techniques (0%)

Privilege Escalation [
0 of 40 Technigues (0%)

i HE
Github.com infermation for 172.0.0.7
2{E O|HE ATt BAE

RSN - Hd(object_id)

Defense Evasion [
0 of 88 Technigues (0%)

Domangl
AMER-i-
049a4f4)

unassigned

n Detections in Notable 1 Detections in Selecte

Credential Access [2
0 of 30 Technigues (0%)

Lateral Mol
@ 0f 20 Tech)

Discovery[2
0 of 31 Techniques (0%)

Related Investigations:

Al EAIE|E] gELCH

e (correlation) H4:

Risk - 24 Hour Risk Threshold Exceeded - Rule 2
0[2:

J| F2 OfIE gt RE HE Y 87| 2

7I0{ o HE:

view the individual Risk Attributions (2

I SAFHE| - KR 2 M 2/ #(risk_object)

HIHA| - ID2A 2| Y (risk_object)

(<]

© 2022 SPLUNK INC.

Recent Risk Mo

Recent risk modifiers for investigated systems and users. Data source: Risk Analysis data model

& AHSAL X A2t~

Tro! en <,

> <)

nexpecte
H#El Adaptive Response B7| 12
CHS £hAl:

O cEoor s e

-35-

| Az =
y risk_object  risk_object_type risk_score  annotations._all  annotations._frameworks
_time & ~ N source = risk_message = I .
2023/85/01 09:41:80 172.0.8.7 system Network = Unroutable Alerts when activity to or from Tie4 mitre_attack
Host Activity - Rule a host that is unroutable is
detected.
2023/05/81 09:41:00 172.0.0.7 system Network - Unroutable Alerts when activity to or from Tie41 mitre_attack
Host Activity - Rule a host that is unroutable is
detected.
2023/85/81 08:40:53 172.0.8.7 system Network = Unroutable Alerts when activity to or from Tia41 mitre_attack
Host Activity - Rule a host that is unroutable is
detected.
2023/05/01 87:40:52 172.0.8.7 system Network - Unroutable Alerts when activity to or from Tia41 mitre_attack
Host Activity - Rule a host that is unroutable is
detected.
2023/05/01 087:40:52 172.0.8.7 system Network - Unroutable Alerts when activity to or from Tia41 mitre_attack
Host Activity - Rule a host that is unroutable is
detected.
Risk Scores by Artifact
risk_object # risk_object_type risk_modifiers_over_time = isk_score
Artifacts By MITRE ATT&CK Techniques MITRE ATT&CK Techniques Over Time
200
s
ﬁ 150
o
o
% 100
&
5 — Etis_hanne
® 50
g
H
nH "W 3 S8
2022 2023
Exitration Gver €2 Chamnel _sime
a
Artifacts by MITRE ATT&CK tactics MITRE ATT&CK Tactics Over Time
200
150
<
8
. Zwo
@ thi7IZol U= ERlo| ARtEIE FIntals B, g
@ = exfiltration
50
" 1 38 sH
2022 2023
_tie




7
o
ES

HOtQIAEHEQ] | 0| Ef

Original event0f| AtZ22 AH4HID HEE FI1E

(-]

ol
A

Xok 2| o3

= data enrichment 7| = A&

D i Urgency = Time : Security Domain Title = Risk Events = Status = Owner 3 Actions
[0 v A& critical 2, 20201 8 28Y @H 2:.00 Access Geographically Improbable New unassigned v "
M RS Z7184LE 7| 22 B 7S
KHAE AFES | 2H SIS AL 2HA3 THs
Description: Related Investigations: I-I— g = o = 02 - = 02 o
AL
Login attempts for richards from geographically distant locations ( Tirana, Henderson ) B EAMEIX] HELICH XI-AI_" _l_IA_ T AE-i E-)l 7 |-8

have been detected. This is an indication of potentially malicious or unauthorized access N
Correlation Search:

© 2022 SPLUNK INC.

attempts. Hot g tigator v Enterprise Securi
» ) X Access - Geographically Improbable Access Detected - PRD - Rule [2
Additional Fields Value Action ol =
Destination 647297221 - History: At 21D B2 PETCOE
72. S ol K14 % ID GOIFS BT falsls B8 QIEHOlALIC
Destination Business Unit HAE - View all review activity for this Notable Event [2
<ES HECo= E0p}7|
Destination Category EES - Contributing Events:
Destination City Henderson v View login and escalation attempts by richards 2 -
Destination Country United States - R &Y AHEE D &g IDEE e g2y Hiticorrelation) & EER BT
Original Event:
Destination DNS EAE v
Destination IP Address 647297221 . 08/27/2020 20:00:00 -DE0D, search name="Access - Geographically i
Destination Expectad HAE v Inprobable Access - Summary Gen', search_now=1602092940.000, in
i i i e o wi= & 2 xjct BlAE
Destination Latitude 3599780 . fcvmax_tmeilsczolﬁzg-m.00[3, 1nfc_searc}ux_r_1me-1602092944.736, sr =% I8 = Yy = Achajae o
T TIETYIREPT] 642222 201", user=richards, speed -
i i K . I—_—.l 1 frothly_assets frothly_assets Frothly assets frothly_assets [2 A8 7ts ALE 7Hs | B g5t
Destination Langftude 14.95920 ="5347.23", src_app="Juniper SA TVE", src lat="41.00000", dest
xl- E O E Destination MAC Address HAE v app="Juniper SA IVE", dest_lat="35.99780", distance="§400.34", 2 demo_assets demo_assets Demonstration asset list demo_asset_lookup [2 ME s s ME B7tS
= Destination NT Hostname HAE - sre_city=Tirana, src_long="20.00000", src_time=1598558386, dest 3 static_assets static_assets List containing static assets simple_asset_lookup [2 MEIts BEHAE BT
data Destination Owner EAE - _city=Henderson, dest long="-114.95%20", dest_time=1598554078,
. Destination PCI Domain BlaE . src_country=Albania, dest_country="United States
e n rl c h I I Ie nt Destination Reguires Antivirus HAE - View original event [2 = ?j u|-°| -
Ih HE / frothl t:
. i i i BAE » = =2 1w/ 1Tro _assets
AL °" EI 74 J_l_l‘ Destination Should Time Synchronize il Adaptive Responses: C =34 lo|g el RHES ARSI Y.
Tro— =2 Destination Should Update HAE - ) ole S e ) .
8 Error: Adaptive Response XIS 32 + QIGLIC (mEx gaz 5ol
ource TITISATT v
. MPEl Adaptive Response ©7] (2
Source City Tirana A 1 i mac nt_host dns owner priority lat  long  city country bunit category
Source Country Albania - Next Steps: 40 | 19276827 UUauabi/cBeisc high. thirstyberner ot_network
s Laitud 4100000 Fr 16812 00:0c:297a-1a:08 high thirstyberner | ot_network
ource Latitude X -
s L 2000000 1. Use Verify Login via Email 43 1921681198 00:50:06:29:04:et high thirstyberner ot_network
ource Longitude X - - -
to email the user ta confirm if the login attempt was really them. If the login attempt 43 1681197 00:80:f41cef.c5 high thirstyberner | icsliec104/f
Usar richards M was not authorized or expected, the account may have been compromised. Continue 44 16811931192168.2.47 | 00:20:4¢:68:01f8 high thirstyberner | ot_network
a5 168.2.202 00:0c:29:4c:deca siemens_tia_por high thirstyberner ot_network
a6 168117 00:0c:29:ba:5d:36 unitypro high thirstyberner icslot_netw
47 168116 00:0c:29:3d:63:02 vijeo high thirstyberner  icslot_netw
[o) I A E_I E E [=] *7 o | rry . 48 168115 00:01:23:56:4c:01 high thirstyberner ot_network
—_ L — TIT T = —(Addltlonal FleIdS) 49 1681121 00:0¢:20:0f:cc:82  desktop-dommugm high thirstyberner ot_netwark
50 168.255194 00:0c:29-4e:8e:26 high thirstyberner | o_network
.. O_I ol . ' (Ex{ xl = A) = Y I_E|- o = xI_Al- IT E." [e]] O_I ﬂO.”A.I xI_E @) = 51 168.2551 d0:94:66:55:30:0f high thirstyberner ot_network
Onglnal Event | AT DeSt|nat|0n = IP )= o — — /ID —_ = o — ) 00:50:06:24:077¢ rangenuc high thirstyberner icsiot_neta
Al E2EOI2 EBl X EII:O-'_T'_E i ori i 82226 -
=2 53 168.2.226 00:30:a7-1ce3:7 high thirstyberner ot_network
At EE 2 Sl =7 220 23 =l ip, mac, nt_host, dns, owner, priority, lat, long, city, country, e
BlAE E|LE high E|AE E|AE [EAE EIAE  HAE E|AE

bunit, category, pci_domain, is_expected, should_timesync, should update, requires_av,
cim_entity zone FE=2 F7IE E=|F O|HEE &3l 75
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https://splunkbase.splunk.com/

> 2500+ App /Add-on
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-

integration

> YCIREE = QAR
T2t 7 AE 00| 7hs

> HO|HE &&¢t tI&THtime to

= - L_-
value
> LIZto| 4 7 Bl CtE AFEXLQL
b

¥ 071 =2 0| 2(Splunkbase)

& splunkbase.splunk.com

splunkbase  cotections  Apps

Get more out of Splunk
with applications

New Splunk Built and Supported Apps

B— o
© ® =TT
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METIshEl 2ot T A (MITRE ATT&CK) 7|t 2 2Ot 93 AlH(ZEH X X|3)
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and Common Knowledge2| 2k0f
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Splunk AHEE3 — 2o 2HIX HLH|0|E X[

AT 0N St 2ot FHIES NS

B
>
T

Splunk ES Content Update(ESCU) ¥12 Edi| A

Analytic Story Searches

Detection ATT&CK: T1018  T1027 | T1053.005 | T1059.003 § T1071.001 § T1071.002
T1203 | T1218.005 § T1505.003 § T1543.003 T1569.002

CIS Controls: CIs12 CIS13 CIS18 CIS2 CIS3 CIS4 CIS5 CIS6

» ESCU - Detect Outbound SMB Traffic - Rule
» ESCU - Detect Prohibited Applications Spawning cmd exe - Rule

» ESCU - Detect Rundll32 Inline HTA Execution - Rule

CIs7

» ESCU - First Time Seen Running Windows Service - Rule
ciIsg8 CIS9

Data Moder: D G 6B

https://www.microsoft.com/security/blog/2021/03/04/goldmax-
goldfinder-sibot-analyzing-nobelium-malware/

https://www fireeye.com/blog/threat-research/2020/12/evasive-
attacker-leverages-solarwinds-supply-chain-compromises-with-
sunburst-backdoor.html

» ESCU - Malicious PowerShell Process - Encoded Command - Rule
» ESCU - Sc exe Manipulating Windows Services - Rule
References:

+ ESCU - Scheduled Task Deleted Or Created via CMD - Rule

» ESCU - Schtasks scheduling job on remote system - Rule

https://msrc-blog.microsoft.com/2020/12/13/customer-guidance-on-

v+ ESCU - Sunburst Correlation DLL and Network Event - Rule recent-nation-state-cyber-attacks/

» ESCU - Supernova Webshell - Rule

| * ESCU - TOR Traffic - Rule

" TXIE S

Description
This search looks for network traffic identified as The Onion Router (TORY), a benign anonymity network which can be abused for a variety of nefarious purposes.

Explain It Like I'm 5
This search looks for network traffic identified as The Onion Router (TOR), a benign anonymity network which can be abused for a variety of nefarious purposes.

Search
| tstats “security_content_summariesonly’ count min(_time) as firstTime max(_time) as lastTime from datamodel=Network_Traffic where Last 24 hours » n
All_Traffic.app=tor AND All_Traffic.action=allowed by All_Traffic.sre_ip All_Traffic.dest_ip All_Traffic.dest_port All_Traffic.action |
"security_content_ctime(firstTime) ' | "security_content_ctime(lastTime)' | "drop_dm_object_name("All_Traffic")" | "tor_traffic_filter® -~

- 39 - Splunk > turn data into doing’



STRT

(Splunk Threat
Research Team)

Splunk Mg E4 - 2710| H ot H xX]

SURGE

by Splunk

D40l ML) fledS B4, A A S + A== X JA5t=
M7t &4 8 2AO|EE NE5t= Security Research Team

Sign up for alerts: splunk.com/surge

Splunk Security Content

Get the latest FREE Enterprise'Security Content Update (ESCU)
App with 696 detections for Splunk.

Download |

https://research.splunk.com/

https://github.com/splunk/security_content

Detections Analytic Stories Playbooks

See all 696 Splunk Analytics built to find evil See all 107 use cases, (@ of detections built See all 23 sets of steps B to automatically
17} to address a threat. response to a threat.
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Splunk X}'H 75 - RBA(RI

04 2| event 2 |0 StLE2| context 2 A|A|
6:55Am 6:58am 7:03am  1:55pMm

2:03pm

IS

Z+ event & rlsk index & X|d o1 E™ A X9 &= 1t

she 2

2:07pm

k Based Alerting)(1/2)

Z w2 A AlY

2:15pMm

Potential Suspicious Suspicious Powershell AWS ACLs opened AWS user AWS buckets AWS permanent
spearphishing command observed up all access provisioning created creation observed
observed disabling controls observed

6:55Am 6:58am 7:03am  1:55pm  2:03pPm

O
Potential Suspicious Suspicious Powershell AWS ACLs opened AWS user AWS buckets AWS permanent
spearphishing command observed up all access provisioning created creation observed
observed disabling controls 20 pts 10 pts observed 15 pts 20 pts
10 pts 15 pts 15 pts

of the risk events that
contribute to the alert ALERT = A|AHIEZ risk

100 ® I-I° I-'|° 7c:’|o

With one click, view all — Risk Notable
=

24A|Zk O|L{ O] £74 AHEX} =

score 7}

2:07pm

2:15pMm

41 -

Aggregated user risk score >100
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= ZF event & risk index £ X| ™ 510 E7H AKX &t =
SFLFO| context 2 K| A|

6:58Am

= O] event E &
6:55AM
O

Potential Suspicious
spearphishing command
observed disabling controls

6:55Am

6:58Am

Potential Suspicious
spearphishing command
observed disabling controls
10 pts 15 pts

With one click, view all
of the risk events that
contribute to the alert

7:03am

Suspicious Powershell
observed

7:03am

Suspicious Powershell
observed

20 pts

1:55pv 2:03pv 2:07pv 2:15pPMm

AWS ACLs opened AWS user AWS buckets
up all access provisioning created
observed

1:55pv  2:03pv 2:07pPMm

AWS ACLs opened AWS user AWS buckets
up all access provisioning created
10 pts observed 15 pts

15 pts

ALERT

—

Risk Notable

<
<«

AY O T

(1/2)

© 2022 SPLUNK INC.

U OHE
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2020
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2, 20204 88 278 2% 8:.00

i
>

>

> 5§, 20204 8% 278 2F 8:00
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> 8,202041 8H 278 2% 7:00
>

=, 20204 8% 278 2% 9:04

18 &= 455

oJHIE 6

Lo Comecion tom o 3
L Correcion rom O
L i Cornacion rom e
L o Comecion rom oo

@ Google Drive File Download

o8

A ¢

Geographically Improbable Access Detected - PRD
RR - VPN Connection from Outside US

RR - VPN Connection from Outside US

RR - VPN Connection from Outside US

RR - VPN Connection from Outside US

RR - Google Drive File Download

g e -
180
175
175
175
175

25

£

T1021, TADOO8

T1133, TAO0O3, TAOOO1
T1133, TAOOO3, TAOOO1
T1133, TAO0O3, TAOOO1
T1133, TAODO3, TAOQO1

T1039, TAOOO9

+)

o)

108

e 7HA

A Frothly Venture Capital ...

24A| 7t o|LHof| 7 A X} EE
= AMARIHEZ risk score 7}
100 S 42 4%
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Splunk X2 &5 - RBA(Risk Based Alerting)(2/2)

RBA= M08l 5= WEA 42A7|H, =822 8X SOC 238 2&%t

A0 222 || - QEk(false positives)S o A= AIZH S ERO
80% It A| =2 AT 30%77HK| A CHSHA] ZRAb =38
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MLTK(Machine Learning Toolkit) ¢S £}
=2 AH Fd5H7| [ CFot 7
751%'6104 HOb At t”7(|01| s

S g

0|

ujoL=
2
OH
OF

oo

. 30+ 7|E Ol-_l_Elx EE—II EI-xH
. KT Loglstlc & Linear Regr., SVM, Random Forest &
« H|X|Z=%t5&: K-means, DBSCAN, Spectral Clustering &

. API ¥ B O 2 SciPyo| 300+ @ ZAA 2l0|2 22| £ 7ro

Hileld aA0[A |« 4470 20 TS il2l'd §E0Fof Ciet O1I/KI Moz a

712 ML D2|E
EFX + QEZAA 7}
ol=2eiz| &&

o
& OIAIAHE 2 O E{MS ZHX|D W20 I MLES 3 AS 7Hs
. UDEE MY SN MY it SY S 0SB Qa | |5 = —
EEERE HZAN A AZe, 28 FeE HS 75 EE ML Y =
2es A 30+ CHYBH LD2|F 7|2 SX
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: I

‘ 61
— £ oy ”'!”“W“"““““'“W*""l‘““‘T* ” |l
— L Predict VPN Usage |

= * Predict the Presence of Malware

» Detect Outliers in Number of Logins Y YY Y
» Detect Outliers in Bitcoin Transactions i J J-'-,I“J‘L"'."-_I_"I.'-\_I."‘"H.‘l”'u'l.ll'\-" AR A A4 A
* Forecast the Number of Employee Logins

Chfet ML Of[ X[ O A|AE S
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Splunk XI'E 736 - HAE ML 19 (2/2)

, TS HEoIH HO|HE A[A=toto], 7HX| &=
o

Splunk®| App EcosystemOl= CIO|EH & 7t 2 S
Zote|0] AL L

.
L
AZHE B & == 1000 7HX|2] =2 OjE2

2 |
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=2 A0 -d .

H|O|E| AO| A uto] =2t

= = & I 8 KX

Clean & Search & Pre-processing Choose Build, Test, Operationalize Visualize &
Explore Feature Selection Algorithm Improve Models ~ Monitor Alert Share

MLTK MLTK MLTK MLTK
Splunk Splunk Splunk Splunk Splunk

N ®)
SIEERIES=

>

Collect
Data Munge

Splunk Splunk Splunk

o
T— o L
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splunk>enterprise

Q. New Search

sourcetype=snort dest_asset_tag=americas src_ip="10.1%"

| lookup src_ip as src_ip OUTPUT src_host_id as src_host_id
| lookup dst_ip as dst_ip OUTPUT dst_host_id as dst_heost_id
| lookup user_db user_id OUTPUT user_id as user_name

| lookup ...

| lookup ..J

ol

425 events (1/13/16 4:20:00.000 PM to 1/13/16 5:20:21.000 PM)

Events (425) Patterns Statistics Visualization
Format Timeline v — Zoom Out

8

4

0

012 Lookup E| 0|21+ 0f2] L0 Chet OIS X H|
- R AN Mo £5 of
C I lal A O/Y 4 T aet e

IOl SR E A E 2o} 7|52 RHA

Incident Review

ssssss

aaaaa

5927’ 5 5 o 10 6277'

Splunk Enterprise
Security™
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