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] > L Sp|unk App: Search & Reporting ¥ Administrator v Messages v Settings v Activity v Help v Find
>A

Search Analytics Datasets Reports Alerts Dashboards > Search & Reporting

New Search SaveAsv  Close

index=_internal I OJ 3 ( S P L) Last 4 hours ¥ n

v 95,559 events (7/27/20 8:24:00.000 PM to 7/28/20 12:24:51.000 AM)

ASQL  Unix Ak v FT
H Jye v ..f SPLE v~ =)
A w, 0 7 TAd A ' 9
y 160, FU [ ~ ¢

No Event Sampling ¥ Job v » & 4 ?® Smart Mode v

Events (95,559) Patterns Statistics Visualization
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Format Timeline v — Zoom Out inute per colum
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List v # Format 20 Per Page v 2 3 - 5 6 7 8 Next >

iZ All Fields i Time Event

< Hide Fields

n s 1 - 7 € r] SELECTED FIELDS 7/28/20 07-28-2020 00:24:50.822 +0000 INFO PeriodicHealthReporter - feature="Searches Skipped" color=green due]
> 12:24:50.822 AM to_stanza="feature:searches_skipped" node_type=feature node_path=splunkd.search_scheduler.searches_skipg
Y 1 = a host 1 od
a source 12

a sourcetype 8 host = ip-172-31-21-130.ap-northeast-2.compute.internal

source = /home/ec2-user/splunk/var/log/splunk/health.log sourcetype = splunkd

[NiRES\g RELDS - N /] > 7/28/20 07-28-2020 00:24:50.822 +0P00 Ircj) Peﬁicﬂbltmeporter - feature="Searches Delayed" color=green due]
~ ARSI nt 17 12:24:50.822 AM to_stanza="feature:searches_delaYye¢d" node tnyeature node_path=splunkd.search_scheduler.searches_delayf
1) y = # cpu_seconds 100+ ad

# cumulative_hits 100+
# date_hour 5
# date_mday 2
# date_minute 60 > 7/28/20 07-28-2020 00:24:50.822 +0000 INFO PeriodicHealthReporter - feature="Search Lag" color=green due_to_std

a date_month 1 12:24:50.822 AM nza="feature:search_lag" node_type=feature node_path=splunkd.search_scheduler.search_lag
# date_second 60

a date_wday 2

host = ip-172-31-21-130.ap-northeast-2.compute.internal
source = /home/ec2-user/splunk/var/log/splunk/health.log sourcetype = splunkd

host = ip-172-31-21-130.ap-northeast-2.compute.internal

source = /home/ec; ser/splunk/var/log/splunk/health,Iog sourcetype = splunkd
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splunk App: RWI - Executive Dashboard v

'WI - Executive Dashboard VPN~ Authentication v

RWI - Executive Dashboard

Active VPN Sessions

2,451

Description: Current number of connected workers.
Number of VPN Logins

Fallure Success =~ Success Rate %

3
ES

—

Number of Logins
@
b

(%) @y ""ng uibo

Mon Mar 23 Tue Mar 24
2020

Wed Mar 25 Thu

Description: Number of workers connecting to VPN over time on a daily
basis.

Connected Workforce by Location

Description: This map shows where our Workers are connecting from.

Video Conference v

Others v

Active Zoom Meetings

419

n: Current number of Zoom meetings.
Number of Zoom Meetings

Number of Meetings  — Average Meeting Duration (min)

n |

Wed Mar 25 Mar 26  Fri Mar 27

Number of Meetings
o
(=}
2

Mon Mar 23 Tue Mar 24
2020

Description: Number of Zoom Meetings created over time on a daily
basis.

latitude: 38°29'22°N
longitude: 78°24'12"W

Messag Settings v Activity ¥ Help Find

3§g RWI - Executive Dashboard
Edit Export v
Most Popular App Today

Salesforce

718 Unique Users Accessed tf Today

Description: Most popular apps accessed today.

Top Apps

4K

Zoom

Security Posture
o scuney Pastre ey s
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9.4k ..

Dveral Ncb 9 Evers Xcu9nce Ey Jigarcy

THARAT ACTIATY
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2020 Events

Description: Top applications accessed over time.
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Patterns Statistics (1)
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@ Log Event
Send log event to Splunk receiver endpoint

Bz &3

Output the results of the search to a CSV lookup file

ﬂ Output results to telemetry endpoint
=

Custom action to output results to telemetry endpoint
Aage yy

Invoke a custom script
5 Olti B
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(j/‘\?) Webhook
Generic HTTP POST to a specified URL

All Status Errors by Location
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6. Machine Learn

MLTK(Machine Learnlng Toolkit) T
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E g i &'A AmnT1 “A: Logistic & Linear Regr., SVM, Random Forest ¥
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ElasticNet

Categorical LogisticRugression
VM
BernoulliN
Gaussiani
SGDClassifior
e
mmmm lassifier
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6.6 AN O > A{ a& ML

Splunky App Ecosysteny €W+ 1 " h @™ n A a "N A
A L G wElK1000" ntJ B WF£
MLTK Machine Learning Toolkit £ 0, ML WL v =~ — UT <SPLf ~, 068 A"
TAG Gdokn £ yo.
Splunk Enterprisel€ ¥ 1 v+ 1 3:M& Y'E,C v, TA,.° d A* 1 — CH, = 4
D yo.
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H @ 4 19 R A B

Clean & Search& Pre-processing Choose Build, Test, Operationalize Visualize &
Explore Feature Selection Algorithm Improve Models  Monitor Alert Share

MLTK MLTK MLTK MLTK
Splunk Splunk Splunk Splunk Splunk

HL oLltg L L

Collect
Data Munge

Splunk Splunk Splunk
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https://splunkbase.splunk.com/

8. Splunk as a Service
R TATAA T A A

n Software as a service ( SaaS)

n 6 & -1S027001, SOC2 Type 2, PCI,
HIPAA, FedRAMP

n ¢« v’ - optional encryption-at-
rest

n ¢ owd d

n 100% uptime (W €A' )0 ©

n 24/7 NOC/SOC p -

HE @

> Splunk Cloud Service Description:  https://bit.ly/SplunkCloudServDesc SPlUNK > twrn sata o coing



https://bit.ly/SplunkCloudServDesc

RN

Splunk -Built I Community -Built Custom -Built
I 2500+ . Build apps for
i - Splunkbase our unique
Security Observability P apps Y needsq

The Splunk Platform

e jon
ﬁgj;(fige?’cion | Orchestrat

Streaming

| MachineLearning | Scalable Index |

o Events Logs Metrics Traces &p

Third -Party

Apps / o
> Public Clouds @ Tools - On-Prem @ Services Edge [0

i Data Centers
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USE CASES
(6 'A)

APPLICATIONS

PLATFORM

DATA SOURCES
(6 'A)

5 % 00 O« Ou (Use Cases)
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App Eco -system,

Security Content

S itv Monitori Advanced Threat Insider Threat Fraud Analytics &
ecurity Monitoring Detection Detection Detection
Complia_nce & Data Incident Inves_tlgatlon & Incident Response SOC Automation
Privacy Forensics
Splunk Enterprise Splunk User Behavior p S =_
Security™ (SIEM) Analytics™ (UBA) ¢ phantom (SOAR) T .
Q0 =
Q5 e
35X
® ® 0
a ®
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Network Wire Data

Threat Intelligence &
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0]
(0 )H N, IDS/IPS, Anti-Virus, APT, SPAM-filter, Proxy ¥

Splunk > turn data into doing’
-19 -



Splunk ES: Analytics -Driven($ 'A. E ) SIEM

%0

ZZZZZZZZZZZZZZ
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Splunk ES: Analytics -Driven($ 'A. E ) SIEM

P "E& 3 3 wOQ/" A 3 N && o
‘ a (Review) e (Determlne) e (Decide) (Act & Adapt)
T2 A 6®. " ,d&,-N P - L wr r . §A 6da a >
Notable Events Correlation Search Asset, ldentity, Others
- L oy - . ES&A .On beda |
Splunk Enterprise .
Sre)curity”‘ P Threat Info Management Risk Scoring Framework Views / Reports / Rules

e

e nte go) nse Collect Store Ad hoc Analyze Report

Search

splunk> ~= ¥ ~7
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_I- A)K S a
hOT b™ 87 (triage)d q [ 2 YQSIEM) 1 £ » §f WO

" ) EMERGENCY

S -

MEDICLINICE

UNDERSTANDING
TRIAGE

§ a (tiage)’ A6 E4° "E /
’Aﬂnﬂqﬂmrﬂﬁ k€0

VERY URGENT

— URGENT
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A life-threatening
medical conditio
Expect t

immediate attention.

A serious medical condition.
Expect attention after red
patients have been stabilised.

Expect attention after red
and orange patients have
been stabilised.

You can function without
immediate care and will be
attended to as soon as possible.

= "k, / VN 3 f° T M3t %? =
(GREEN) ROUTINE
&) -
WHY ARE WE WAITING?
d‘) 3 t!r staff" " ? B n ) 0y3 Y I w 'U’ W ,.. - The triage system can be dlst:isos.ggiﬁzpte;:tlIzaf;: ;;:;tieen;tsf\:'i:;a sick child. But it's necessary
oV A" . mn w T . OpF YT w &YF :: UU’+
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S a

i” (triage)d q @] & YQSIEMY 1 £ »

|:| i Urgency # Time @ Security Domain #  Title & Risk Events =

|:| > Medium 2, 2022H 18 218 2% 10:30 Threat ATT&CK tactic threshold 7
exceeded over previous 7 days
for user=richards

(] > |@Low =, 20208 o8 259 @ 6:58  Thregt Threat Activity Detected -
(31171154.14)

D % | & Critical =2, 20204 88 288 2 2:00  Acce§s Geographically Improbable -

/\ Access Detected For richards
Corelation Search | pP Ey s w
Lax | zo §a (riage) -
TXW EMA %
y

Medium
High
Critical

Critical

Informational
Informational
Informational
Informational
Informational
Informational

Critical
Critical
Critical

Critical

| Medium | Medium
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S WK/ AE A
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Tt 28 Al B2 HE E]
‘* ||AII vH ||A|I - ‘
AR Y
- emea
apac
o 5 1 15 20 25 30 35 40 45 50
Events americas
M citical @ high I low medium
.
e ai*ad
ip = mac * nthost + dns owner % priority +  lat = long * city * country #  bunit category *  pci_domain * is_e
prod-mfs- low 38.95940 -7704 washingto usa america untrust
o 5 ndc s
101.36.2 Bill_william critical 37694452 -121.89446 pleasanton usa america pci trust true
o s 1 s splunk
host-006 high 50.84436 -0.98451 havant uk emea pci trust
wireless
host-005 high 50.84436 -0.98451 havant uk emea pci trust
wireless
OPS-Sys- medium 32931277 -896.818167 dallas usa america pci trust true
002 s
Ops5-5ys- medium 32931277 -96.818167 dallas usa america pci trust true
001 s
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Loaw 1
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CIAHE ZHE 24 Q[ aszanl | [ ruEana |

=14 Al 287 =)
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pd
3
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o
I.I.i
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/ - y B | e e
et : s 0%
| e vea
A AL 7 , A JL 7
A = OO0 s A T
-I r . K r] -I r . A gl &2 dgs P 257 el ol Y w5y AR e L
= - | [ |[ 2= - [2a -] [ -] [(2u s - | [ #rconetai - |[ - | [ a2 T og A9
: L :
Q A O’ s N " x “ Nzrsl | B AlE
-I r : 6172 O[HIE | | YRIE OIS 25 BE 61 | 2 3 4 os> [ 20803y || w2286
[J & Titles Type ¢ Time + Disposition = Security Domain ¢ Urgeney Status Owner 2 Actions
(4 ©w rd [J > Malicious Document on wrk-btun o= 2,201741 8% 258 O 11:32 Undetermined Endpoint A High Unassigned Administrator -
Z 7. -
A l O’ J I . [J | v | ThreatActivity Detected (nc.exe) Y F2 oME 4, 20174 83 239 2% 2:59 Undetermined Threat @ Low New unassigned -
0 v ~
Description: Related Investigations:
~ —~ L Threat activity (nc.exe) was discovered in the "file_name" field based on threat intelligence available in the file collection ZALH|O|ARE GlB)
A 2 H J L 'A q‘ w LL D ~ O ’O Additional Fields Value Action Correlation Search:
n l -I r . O Destination 160153917 . Threat - Threat List Activity - Rule (2
Source 10.0.2.109 A History:
w Source Category workstation - .
(oA wr ) View all review activity for this Notable Event [2
a a r] O ‘e 'l'I T ‘H’ O * ﬁ ‘l'l' U Source City Descintion: Nbtstat 10.11.36.20 Add Event to Investigation
L - Source Country es“lp ion: look
) Source DNS The device 10.11.36.20 was detected making 3 SMTP conn Nslookup 10.11.36.20 Create notable event
wr ~ Source IP Address Pi 10.11.36.20
I A T r] t souwce Mac agaress | Additional Fields Value Action ng 10.71.38. [ Build Event Type
<« Source NT Hostname
Stream Capture _mi N
Source Owner Source 10.11.36.20 v P Lanll Extract Fields
Souree PCI Demain Source Business Unit americas N Traffic Search (as destination) a0
n " - e Source Requires Antivirt - S pmell Share Notable Event
Z p P E a A SO ok dodaig Souce Lategaey pet Traffic Search (as source) |
Threat Category splunk v Suppress Notable Events
- t Threat Collection s Gi Pl Update Search
Threat Group ource City easanton v i Show Source
Source Country USA 9 Vulnerability Search
T L4 E ('j §/8 O |_|_ n | Source IP Address 10.11.36.20 v Web Search (as destination)
1 ~ B * Source Expected true v Web Search (as source)
. Source Latitude 37.694452 v
) L4 5
—_ W O S d I A /B F | . l Source Longitude -121.894461 L = ~
rd
o R _ .
- Source Owner Bill_williams v = A )K N P r] do
Source PCI Domain trust v ‘ v n - :I
Source Requires Antivirus false v P D S A / l/l P )

[}
~ ~

AL p e A A
L )K ol E Ael‘ ’ b urn data into doing’
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Splunk{ N AS W
NAS N otz

12,
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Workflow Action
"Y I W

e 1 Y

A (NeS 4 )
© €

|'A'|'| i

>A

L pyg, ESA
0

i Azt ot zojel e &0 B
= 17/08/31 iy Malicious File Downloaded at 50.31.150.175 from http://dema-fraud.splunkoxygen.com/wp-
6:07:10.000 mmewugloadslﬁm 7,’05/|nduslnal-dala-fnrwarder-fnr-selunk—manual,edf Access Search (as destination)
z - v A
a nNy,., / b ESAs0 w

a

Client 50.31.150.175 downloaded malicious file http:/demo-

fraud com.

P
for-splunk-manual.pdf

Additional Fields
Destination

Destination Expected
Destination PCI Domain

Value

50.31.150.175.
false

Action

v

untrust é" , 0 ]P/ b

Related Investigations:
Currently not investigated.
Correlation Search:

Access - Network - Malicious File Download - Rule

Access Search (as source)

Rheh HIE|

Asset Investigator

History:

View all review activity for this Notable Event

v

=0el S5 LYy

Facebook Threat Exchange lookup

Destination Requires Antivirus false i , #E Map 10.11.36.20
Destination Should Time false T A r K w 8 Se ARt NgR |
SEETEED ould s o Notable  saved 2017-08:31706:07:07+000¢] ~admin Google 10.11.36.20
Destination Should Update alse o
Risk Analysis saved 2017-08-31706:07:07+000Q) admin i inati
- 10.11.36.20 [ | o I ly Intrusion Search (as destination)
Source Business Unit americas HWE OfEEE tig 27|
Source Category pei splunk v e —
Source City Pleasanton ~
Source Country USA v

1. Check antivirus status on the endpoint : Symantec ATP Check

ENE U SN

P/ b lnsﬁé w

C 10 @ centralops.net/co/DomainDossier.aspx?addr=10.11

TA

estigate domains and IP addresses

domain whois record

_time seventy category signature are
2017708731 085548 medium Predeined DBMYSQLMS DOS NAMES-00S 10121183
network whois record service scan 90y 2017/08/3) 085508 medum Predefined DOOS TRINOG MASTER CMOMSIZE 1012167
2017708731 086305 medum Predefined ONSOVERFLOWBIN 10121153
2017708731 085452 medium Predefined DNSOVERFLOW.SCO NAMEDZ.0F 1 1012167
user: anonymous [125.132.250.192]
balance: 49 units _ (R o
log in | account info [Lentrolupseret > 17/08/31  Aug 31 08:55:48 2017 natint3.juniper.net 1 Aug 31 08:55:48 2017 192.168.1.130 Jnpr Syslog 11718 1 [syslogejuniper.net dayld="20090426" recordld|
85548000 2017° timeGen="Aug 31 08:55:48 2017* domain="" devDomVer2="0" device_ip="192.168.1.130" cat="Predefined” attack="DB:MYSQL:MS-DOS-NAMES-DOS" srcZf

domain or IP address 10.11.36.20

DNS records

traceroute

£ o

53" srcpor

32889" natSrcAddr="NULL® natSrcPor
="AL1" rulebases"I0S" ruleNo=

3 1T Fe

GstZn="NULL" dstIntf="NULL® dstAddr="10.11.36.20" dstPort="21" natDstAddr="NU|
ction="NONE" severity="UNDEFINED" alert="no" elaspedTime="0" inbytes="0" outby|
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Notable Event: SETHSof A Tt QT 2 X|SEY

8 The devios 202.164.25.24 was doetscted with mulipls 2) nfections.
olms My
event it

L & (Investigation)

D/ m4d oy /1Y

p

wOd TA% n 0~ ' = N &

0" AYyE

@

%/ Tb e Yu a4 0" wQ O 'A(PDF)

4. e wo 4o -
2 42, 0

a»

(pa
Qoo
@ Akif Akyuz

ADEY- RS APT 324243
2097v 08 24 B

200760240 52 B0
19700 15 18 ST oM 0¥
g

et

aTA ®ys o

ovent_hash BeS07H655133068528 180761 15ea78.
eventiyps  modnotable. results, notabs

investigations start

Search executed

Cwto wa 1" el
t5eae7s SN D BoLY
o
20172 8 31U 2% 114 42 o " P
e _—

I4EC EAHY PPT
2007 w30 s 1 e
1970 18 11 St 94l 0

B bt e e 3 s e cmiinend S8 !
e AT T R i R T e R

Dashboard viewed:
ess_security_posture

Risk View 01

Malware Infected Host
discovered

[ ] [ [ ]
10:22 PM 10:23

A,

10:21 PM

[ ] [ ]
PM 10:24 PM 10:25 PM 10:26 PM 10:27
eqT O WO m¥boFo , MS W
DAY 14 5 oF -27-
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P vy (dt md p v§->Asset Investigator )

n L3
= Lo ' mTBEL AL Ao

Asset Investigator

BUSDEV-005

mQUuUEp1
:BUSDEV-005:
Crmmsremen s e
!.cmegory' pci, cardholder requires_av: true city: Pleasanton should_timesync: true
lat: 37.694452 is_expected: true long: -121.894461 _time: 2020-04-02T10:28:31+0000
t should_update: true pci_domain: trust, cardholder country: USA nt_host: BUSDEV-005

E‘bunit: americas priority: medium

.

-
S - E . - o 4 S P - - N o fore ]
202041 RF 6M 02 2020.4.2 27 6Al 08 RF 12M 02 QT 6A 08 2020.4.3 27 6Al 08 20l 34 (3)

20204 48 28 202044 43 2%

GMT+0900

Y 2|2E 2y Search returned no results. J A '" ¥ = |Q 2 &

action
allowed

dest

BUSDEV-005

signature
Mal/Packer
unknown

20/04/01™ 20/04/02 ~ user

PONDEROSA\lazott
PONDEROSAWidinha
€ o &7

sl s ‘ata into doing’
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s Hy

PROTOCOL ACTIVITY

Unique Protocols

dest_port &

LONG LIVED CONNECTIONS
Count

236 3

bittorrent

sparkline +

STREAM CONNECTIONS
Total Count

233.3|i_-| -62.2%

other (180)

web-browsing

bytes +
136918778709
133823745722
39740486372

12314324739
2161114289
1985092233

755723661

586274848

ENCRYPTED CONNECTIONS
SSL/TLS Connection Count

16.47% .3 0% Y

97.130.178

40.97.130.18

172.31.4.249

172.31.10.10

40.97.128.226

40.97.131.114

172.31.10.10

cnn
cnn.video
deerpc
failed

google_play

dest_port =

443

TOTAL BYTES
Bytes

[oF ]
o |

49l E A4

10.0.2101

172.311010

s52.4010.231 [ NG
1001200 I
1002505 [N

10.0.2103

LHEILHZ| -

0 250,000 500,000 750.000 1,000,0001.250,0001,500,0001750,0002,000.000

transport & duration *
tep 4018874780
tep 3885354490

3881423967

3829651600

3576040827
3378806329

3320997320

count

src &

71.39.18.121

10.0.1.101

10

71.39.18.121

71.39.18.121

10.0.2.108

[1]2 3 4
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— 4 >&§ 7 & & A (SRCIP,DSTIP, Email Address, File Hash, File Name, Process ¥ )¥ B4 1€ — e a0n

F| AZH

pguls]

THREAT MATCHES THREAT COLLECTIONS THREAT CATEGORIES THREAT SOURCES THREAT ACTIVITY
Unique Count Unigue Count Unique Count Unique Count Total Count

0¥ 0¥ 0¥ 0% 0¥

AlZhol| mE 91E g5

— bad_ipsl74.207.253.34/32

A\

Ihe BEHP! AR An

defartifacts)  count source_id & source_path & source_type
threat_collection & sparkdine * search &
iblocklist_tor fopt/splunk/var/1ib/splunk/modinputs/threatlist/iblocklist_tor csv
file File Name Matches

bad_ips|74.207.253.34/32 Source And Destinati

TS e
FIE s AREs

Per-panel Filter _time threat_match_field & threat_match_value & sourcetype * threat_collection & threat_group threat_category *
) 2017/8/18 14:40:00 12 ip_in iblocklist_tor threatlist
O 2017/66/23 13:20:01 t 74.207.253.34 stream:http 10.0.2.1 74.207.253.34 bad_ips|74.207.253.34/32 undefined undefined
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. R W W< (Adaptive Response)

H AL Ade> pi 1 Wd PEG> B, AG Hwpp m€OT/Mo/, P AA | K

>A

5
F ' (AdaptiveResponse) ®» L &~ + nKk/ ¢ 7 eYA v £y Wy ol 09.17,00rx/ b 4
Davtles E€YTbLEWA, sl yo.

=

WO .~ & a/ As [ b F(Adaptive Response)f K/ Ab f & al
Nbtstat, Ping, Nslookup ¥ + w / EmailT . © e’ , Webhook, ¥ Notice , = Le yo.

WO TAK E 3 Weebfk ¢ &ax

FHContlotion cerch Adaptive Response Actions

Select actions to run.

+ Add New Response Action

Category  Device Control v

Show only recommended actions

@ Dominos : Order Pizza
Category: Device Control | Task: create | Subject: splunk.event | Vendor: Dominos

Endpoint : Check far new Hash
Endpoint : Check for new Hash
Category: Device Control | Task: create | Subject: endpoint | Vendor: Generic

Endpoint : Logout User
Category: Device Control | Task: allow | Subject: endpoint | Vendor: Generic

PAN : Block Traffic
Category: Device Control | Task: update | Subject: network | Vendor: PAN

Ll PAN : Quarantine Host
Category: Device Control | Task: update | Subject: network | Vendor: PAN

¥ SNOW : Close Ticket
Category: Device Control | Task: update | Subject: endpoint | Vendor: SNOW
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w < (Adaptive Response) 1

- n+ i Voo oy b EL— 4 w0 G- 00AG / i 21 nQ

’ 5 14 0 € . . % v
7"y O0OAG / b E % 1 @ G ,IPS»x/ W| =4 Yuvu)
S "4 o7y Md Ly L
. [ -e/oeb Fd CONGLE
@ @ "%
* '
AOD " K/ mny$m /b 4 5bE
% 1w Lx /A0 T, %)
g . k" UE n3o Gy T AL
A2t 2 ol ool - RIS ) IS Me o | Aex ° € W 0 r
é‘g/;)%:!;oo Network Mallc:o:;sfne Do\;g:(;al?:d.al 50. 31 150 175 f'r:::np //d:mo—fraud sfl:;fkoxygen .com/wp- ﬁ(icﬂ New a ,
Description: Related Investigations:
2?::50.31.150.1711(::«;;1::‘1&malicious)ﬁlezr(;t:;?):/lég,e.rnlcr i Currently not investigated. A O'O’ i:_ %J / ’A E |=_%0|.|_ N / ’A
for-splunk- =|_ df - Correlation Search: L/ Lap}
— \ e chEu A
itional Fields alue o . ) ~ i .
Destination 50.31.150.175 b Responses: a L /b € b }:+ 0 r 6 U’ y T %C[ )
Destination Expected false =g oc AlzH Atgx é]‘ =
Destination PCI Domain untrust —
Destination Requires Antivirus false Notable saved 2017-0B-31T06:07:07+0000 admin « success A ‘e U O’* g TI- -\/-vl: T
Destination Should Time false . - - ™
Synchronize Risk Analysis saved 2017-08-31T06:07:07+0000 admin +/ success L, T =5 ="E U
Destination Should Update false
Source 10.11.36.20 {50 MaliEl ojEE|2 iR 2] § n H b |= 2o L ( w)
Source Business Unit americas N r
Source Category pei splunk Next Staps: P Tz A 1 . " ”n
Source City Pleasanton a o =I CO B |=' \l (O O » X N H n ) *
Source Country L ~y e n s
Source Expected | Adaptive Response Actions 1. Check antivirus status on the endpoint : Symantec ATP Check Action Status A b Ul H"H m»g? O* 7 € p—v Y%
Source Latitude 2. Open a new incident in Service Now : SNOW : Ticket Open :
zourcelaongitude Select actions to run. 3. Delete infected file : ? Adaptlve Response Partner Olle
ource Owner

Source PCI Domain
Source Requires Anf
Source Should Time
Source Should Upda

+ Add New Response Action v

Wmantec AP Delete File on Device add-on ’8 /\| T 0O ?‘A O o

~ m PAN : Submit URL to WildFire

Update local black list for the download F’AN Subrml URL to WildFire

G A)

T Q WlldFII’e 'I H "l-V WI = ('_'l'x T /I n
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OSINT(Open Source Intelligence)y ?’Ax @ wA, d>6r, §f /SNSu AdHe, st in Gq

!

1

v

Urgency *

A Critical

Time ¢

Description:

Login attempts for richards from geographically distant locations (
Tirana, Henderson ) have been detected. This is an indication of

3, 2020 83 28% 2% 2:00

Security Domain ¢ Title ¢

Access

potentially malicious or unauthorized access attempts.

Additional Fields

Value

Destination

64.72.97.221

Destination Business Unit
Destination Category
Destination City
Destination Country
Destination DNS
Destination IP Address
Destination Expected
Destination Latitude
Destination Longitude
Destination MAC Address
Destination NT Hostname
Destination Owner

Destination PCl Domain

Destination Requires Antivirus

Destination Should Time

€ oA ZTHY 718h

E
i HM|A HMRE 7I8h

| Investigate Asset Artifacts

m

RHAF MIE|

¥

m

Map 64.72.97.221

m

. FROME HY

- Helof AM

1 ©

Risk Events ¢ Status ¢ Owner ¢

Geographically - New unassigned

Improbable Access
Detected For richards

Related Investigations:
Bl ZALEIX] LT
Correlation Search:

Access - Geographically Improbable Access Detected - PRD - Rule 4
Action

History:
Il review activity for this Notable Event [2
suting Events:

)gin and escalation attempts by richards (2

il Event:

71/2020 20:00:00 -0600, search name="Access -
shically Improbable Access - Summary Gen", se
>w=1602092940.000, info max time=1602092940.0
afo search time=1602092944.736, src="31.171.1
1", dest="64.72.97.221", user=richards, speed

MaxmindZ 0| &% IP
647297221

SIX| AM: 17.23", src app="Junipef SE IVE™, SIC Iat= 47|

", dest_app="Juniper SA IVE", dest lat="35.99

By
HAE
HAE

HAE

N m Q> I A OSINT

ot

L

- -.,distance="6400.34", src_city=Tirana, src_long
="20.00000", src_time=1598558386, dest city=Hende
on, dest long="-114.95920", dest time=1598554078,

View original event [2

© 2022 SPLUNK INC.

c 0O maxmind.com
.\I\ MAXMIND Products ¥  Supportv Developers~ Company~ Blog Contact 2 w Q
GeolP2 Web Service Demo
Show Sidebar >
IP Addresses
64.72.97.221
e
Enter up to 25 IP addresses separated by spaces or commas. You can also test your own IP address.
GeolP2 City Plus Web Service Results
IP Address Country Code Location Network Postal Code Approximate Coordinates®* Accuracy Radius (km) ISP Organization
64.72.97.221 | US Las Vegas, 64.72.97.220/31 89101 36.1685, 5 LasVegas.Net LLC LasVegas.Net LLC
Nevada, -115.1184
United States,
North America

AWa L1
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