Alert Logic

A NEW APPROACH TO THREAT MANAGEMENT
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The Risks Are Real
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Current Approaches openbass”
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Alert Logic is
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; ALERT LOGIC®

ESSENTIALS

Web Apps,

PROFESSIONAL Sensitive Data

ENTERPRISE

ON- PUBLIC PRIVATE
PREMISES CLOUD CLOUD

Across Any Environment




Alert Logic Services
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ActiveWatch Professional
« 24/7 SOC : Ab11 2tz

ol AZO|M, LHS x| ESSENTIALS

Web Apps,

PROFESSIONAL Sensitive Data

Always-on WAF ¢l 0TH7H o|&f & O{E2[H 0]  ActiveWatch Enterprise ENTERPRISE
(OWASP Top 10, #| 340 Chsh 45 - HOt HEf 2[R/

M Z4o| #H) | M He|E EE/AESHZ| - AMROHS X[ J
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SIEMless by Design | Lower Total Cost | Always Advancing

ON- PUBLIC PRIVATE
PREMISES CLOUD CLOUD

Across Any Environment




Service Layer
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Very High Risk

Medium Risk

E-Commerce Production

Corporate IT Systems

E-Commerce Dev / Test

Remote Access VPN Laptops & Workstations(user)

Enterprise

Professional

Essentials




SIEMless Security - Full Stack openbass”

Networks System Applications

Web Application
Firewall

Vulnerability

Scanning Log Management

Products IDS
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Integrated Security Model
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Rules & Analytics

Layered Incident
Automatic Investigation
Detection System

Block | Alert | Observe Visual | Context | Hunt SECURITY
. EXPERTS

ML Algorithms
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Coverage of attack openbasd”
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Packaged App oracLe N7 B SharePoint

» Web Application Firewall
« HTTP anomaly detection AppFramework B Qe N 6 @ = €
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Scan for asset-level

* Machine learning —— 4, ~ ™
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plug-ins, servlets & libraries
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|dentify lateral movement,

brute force, privilege
 Provide compliance reports escalation, command

« Scan for misconfigurations ' and control...




Modern and Advancing openbasd”

« SaaS(Software as a Service) based
* One Agent (plus we manage it)

« Modern UX

 Public/Private Cloud

« On-premises

« Hosting and Co-Location

* Virtual machines

« Containers




Flexible Pric
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ALERT LOGIC

ESSENTIALS

Vulnerability &
Asset Visibility

STARTING AT

W630,000/MONTH

UP TO 256 NODES
WITH THREE-YEAR TERM

ALERT LOGIC*

PROFESSIONAL

Essentials + Threat Detection
& Incident Management

STARTING AT

W2,720,000/MONTH

UP TO 25 NODES
WITH THREE-YEAR TERM

ALERT LOGIC®

ENTERPRISE

Professional + Managed WAF
& Assigned SOC Analyst options

STARTING AT

" #4,900,000/MONTH
y + SET UP FEE

... W%5,100,000/MONTH

WITH THREE-YEAR TERM

Get the Right Mix of Coverage
for Your Environments

At the Optimal Cost




4,000+ Customers and Industry Agree
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“We would have needed multiple vendors to be able to

do what we are doing with just Alert Logic.”
— Lee Ramsey, Co-Founder

W Pre-fi
FORRESTER

“Alert Logic sets itself apart by expediting client deployments
on any infrastructure. Alert Logic offers one of the most
comprehensive deployments of supervised machine learning
among all MSSPs, with SOC analysts continually refining rulesets
and detection algorithms.”

Forrester Wave™: Global Managed Security Services Providers, Q3 2018

CYBER
SECURITY

EXCELLENCE
AWARDS

L WINNER

2018

Info Secarity
ToP

GLOBAL
EXCELLEMCE
GoLD
L b

“Alert logic frees up company resources, so we don‘t have to
dedlicate people to security.”

— lan Beatty, Director Infrastructure and Information Security

. CHESSHEALTH

Real Evidence. Real Recovery.

Gartner

» "Alert Logic is especially strong in public cloud and virtualized
environments where the solution can be deployed quickly and enabled
by prebuilt integrations via Chef/Puppet/Ansible.

» Customers value Alert Logic's ease of use.

* Alert Logic is one of the first vendors to use analytics and machine
learning to postprocess IDS event streams.”

FRODUCTS GUNDE

Awards

2017

GOLD

MSSPs A\

Alert Logic has received more than 60 awards




Summary
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WannaCry Threat Management in Action openbass”
1. THREAT INTEL 4. THREAT INTEL
« WannaCry 2 « H3ISHE WannaCry X|&HOZ 24
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3. EXPERT DEFENDERS
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May: WannaCry
released

May: Petya/NotPetya
variants arrive

R R

Alert Logic alerting in place
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Variants discovered e
in businesses of all 1*:_-
sizes

June: Bad Bunny
variants arrive

Alert Logic hardens defenses proactively

notifies customers

Total cost is $832M
and growing
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Dashboard

= B Dashboards

T Vulnerability Summary -

Open Vulnerability Instance Count

368

INVESTIGATE

Open Vulnerability Instances

_

@ High @ Medium
Low ® Info

Data for the last: Custom range:

7d  14d m 16 Jun 2020 - 16 Jul 2020

Open CVE Count

INVESTI E

Vulnerabilities by Deployment
Tk

100

Count of Vulnerabilities

@ High

©® Medium

Open Security Remediations

INVESTIGATE

Ciordano

Low @ Info

D%

WVulnerability Trend by Severity

1k
3
:3
;E 100
-
i )L
g
E
2
U

\L"uz\&\’ ‘ué\‘b@\q&)' ué' % m®'|j ?g‘\?&}' CQ'L&{‘C&‘L%%‘\?Q"F%D\%&C&Q" ?& Q{‘}Bﬁ’@b&’*t;\:%"ﬁoj@h:\@xa@\\%\m%\ﬂ?\@\“@\“%

—— High —— Medium Low — Info

Top Security Remediations by Impacted Assets
Name
It is recommended that users encrypt all of their AMIs.
Enable MFA for all IAM users
Ensure access keys are rotated every 90 days or less
Ensure 1AM pelicies are aftached only to groups or roles.
It iz recommended that users enable S3 Logging.
It is recommended that user's enable 53 Object Versioning in order to protect data within a bucket.
It is recommended that users enable EBS Volume Encryption to their EBS volumes.

It is recommended that users use an ASG to automatically replace an EC2 instance that is presenting issues in an
avent.

Nisable or Lninstall Hinused Software

| g e |
Q%h%@b%@ﬁ%h%&bﬁh%&%%&b%(o%Fg%’\qé’\%’\%’\%’\%’\‘&’\%’\%’\%'\;é’\‘%’\%’\%’\%’»’\%

Asset Count
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Dashboard

A\ALERT LOGICS @ Alpert Systems H E
OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION :
Dashboards Topology

Remediations &

Continuous Scan

Network IDS Lrs SE Demo - 378762935152 v > & 28 N 67 m) mg(gm = sfn?ed

Deployment VBCs —am subnets =

Log Management
The Dashboard page displays the current threat status of your protected deployment and allows you to start remediating threats in your deployment. Click "remediate” to review our suggestions, and to remediate exposures.

WAF

Under “Summary Statistics”, edit “Deployment Protected by Scope” to return to the Scope Selection page.
Web App IDS Click "Scan” to view the scan status of assets in the deplayment. Click a VPC for more information about its scan status and to schedule a scan for specified hosts.
Scans

‘ ' US East (N. Virginia)
‘ ' US West (Oregon)

Summary Statistics Custom Filter Sets

Deployment Protected by Scope ( edit

Credentials Provided to Scope

19
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Topology

ﬂ\ALERT LOGIC’ @ Albert Systems u g 200
OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION :
Dashboards Topology

[ & scoemo-sroreasssisz v | e e v | @ v | © [ % 8] < O] Bl [ a]
BHE (/) ©

us-east-1
faws/us-east-1

Key
Jaws/us-east-1

Type
Region
MName
us-east-1

Region Endpoint
ecZ.us-east-1.amazonaws.com

Created on

Sep 26, 2017 4:26:28 AM

Maodified on
Nov 19, 2018 6:18:59 AM

N
D
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INCIDENTS

®
A\ALERT LOGIC ® reisens ] £
.
OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION :
Summary List Notifications Tutorial

Incidents > e 140 4 c® 00

Period Pivot 6 Items displayed
Last 30 Days ~ By Classification b

Critical . [ ]

High o L] . L] .

Medium
Low . (] L]
Info 0

- &
B %o
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REMEDIATIONS

Summary List

m SE Demo - 376762935152

+ Planned

@ Disposed

v/ Completed

Search filters Q,

Saved Filter Sets ~

Category ~
| Security

Configuration

Region ~
| Us East(N. virginia)
I US West (Oregon)

US East (Ohio)

EU (London)

Virtual Private Cloud ~

Production-West-2 (vpc-ca628
cad)

| vpc-aad162cd (vpc-aadie2cd)

CLEAR FILTERS

A\ALERT LOGIC

OVERVIEW INCIDENTS REMEDIATIONS

SEARCH REPORTS

CONFIGURATION

A Open Remediations

715 @

Itis recommended that users upgrade to the latest versions of PHP. This vulnerability has been fixed in the following versions:

PHP 5.4.40
PHP 5.5.24
PHP 5.6.8

@52 | d52 0

@® (CVE-2015-4599-
@® CVE-2015-4600 -
@® CVE-2015-4602 -
@® CVE-2015-4603 -

i}

PHP
PHP
PHP
PHP

0 104 total exposures

- Denial of Service Issue
- Denial of Service Issue
- Denial of Service Issue
- Code Execution Issue

This remediation appears in the planned list.

ecurty

It is recommended that users restrict outbound access to IP addresses that are not required.

®28 |00 0

@0 28total exposures

10}
©
10

@ Unrestricted Outbound Access on All Ports

This remediation appears in the planned list.

ecunty

Itis recommended that users download and apply the following Microsoft Security Bulletins to fix this vulnerability:

1.2k

@ Albert Systems H

PLAN

PLAN

(11

Tutoria

117 174

J

i

193

(%) v

DISPOSE COMPLETE

@ v

DISPOSE COMPLETE

22
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SEARCH

.\ALERT LOGIC® @Albensystems ﬂ =
OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION E
Log Messages Events Blocks Deny Logs

o Longer time ranges will decrease performance.
Showing: 1 - 25 of 12,443 events Enable range greater than 1 day ¥ Range: 1 Week ¥
Date~ Name # Share Source Port Destination Port Threat Class Appliance

[ | Mov 122018 01:34:03 GMT 1 E 61.184.247.11 47453 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-93

[ Mov 122018 01:34:44 GMT 1 Z 80.82.70.118 60000  172.31.1.23 80 50 network-scan i-07676da3475311d38

[ mov 122018 D1:48:41 GMT 1 Z 125.65.42.187 39244 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-93

[ Mov 132018 03:15:40 GMT rsion [5] 1 Z 115.238.245.4 46773 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-92

[ Mov 132018 03:35:08 GMT rsion [5] 1 Z 118.123.15.142 58635 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-98

[ | Mov 122018 03:44:41 GMT 1 E 122.226.181.166 39338 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-98

) mov 12 2018 02:40:20 GMT ersion [5 1 E 61.184.247.3 34801 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-93

[ mMov 12 2018 02:51:11 GMT 1 Z 61.184.247.5 59289  10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-93

) mov 122018 04:03:37 GMT 1 Z 61.184.247.10 53341 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-93

[ Mov 132018 04:70:45 GMT 1 B 203.195.213.123 27317 10.128.0.2 80 0 web-applic ttack I-tm 1ce-c- ical-marketing-internal-496

O | Mov 13 2018 04:20:48 GMT 1 Z 203.195.213.123 27317 10.128.0.2 20 0 attempted-user akim-instance-c-technical-marketing-internal-496

[ | Mov 13 2018 04:28:56 GMT 1 E 203.195.213.123 27460  10.128.0.2 80 0 web-application-attack alim-instance-c-technical-marketing-internal-496

[ mov 122018 04:31:28 GMT 1 E 61.184.247.6 54510 10.0.0.6 22 50 network-scan tm-azure-52-160-90-191-93

23
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REPORTS

;\ALERT LOGIC

U,

@ Albert Systems u

ses

OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION
Threats Vulnerabilities Remediations Compliance Service Scheduled Usage WAF
Vulnerability Analysis
- & Undo —> Re Revert = = e O] = EH s
Vulnerability Summary < £ mefresn [ Pause [] g:#2 of share 0] Download [ %M =
Next: Top 10 Lists e
Vulnerable Hosts Explorer
e Albert
Vulnerability Distribution Vu | nera blllty SU mma ry Last Updated Time: 11/19/2018 4:26:43 AM (GMT)
Explorer
Date Rangs Customer Account Deployment Name Aszer Tags
AWS Exposure Assessment Last 60 days - (25F) (25 - (EF -
Trends
AWS Vulnerable Host Explorer Vulnerabilities Hosts
- 7,563 2,074 7,098 732
Vulnerability List 1 Total New Fixed Total Hosts with Vulnerabilities
Total Vulnerability Trend (Last 4 Months) Total Host Trend (Last 4 Months)
5 690
600 555
4K
400
2K | 1,999 157
200 _
0K 1,136 0 ‘
8/2018 972018 10/2018 1172018 8/2018 0/2018 10/2018 11/2018
Vulnerabilities by Age and Severity
High (7.0-10.0) Medium (4.0-5.9) Low (0.1-3.9) Informational (0.0) Mot Scored
Crver 80 Days [ ] -
46T 1,082 153 232 7
4£6-90 Days [ ] [ ]
186 405 57 Er 5
31-45 Days . .
a3 a 3 2
0-30 Days ’
g o 502 1601
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CONFIGURATION

ﬁ ALERT LOGIC’

OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION

Deployments Network IDS Log Management WAF Web App DS Notifications

Deployments

S Type -

E

MANUAL DEPLOYMENTS

& AMAZON WEB SERVICES

Cloud Defender Support Deployment
May 3, 2017

Defender Support Environment for AWS 309018995558

DELETE

([

@ Albert Systems n

aes

Tutarial

Jo)

& AMAZON WEB SERVICES

Cloud Defender Support Deployment
May 3, 2017

Test/Dev AWS 292196082538

DELETE

&5 AMAZON WEB SERVICES

Cloud Defender Support Deployment
Jun 9, 2016

T-Vu - 612848318089

DELETE

&8 AMAZON WEB SERVICES

Cloud Defender Support Deployment
Aug 24,2018

SE Sandbox - 982509483243

DELETE

&5 AMAZON WEB SERVICES

Cloud Defender Support Deployment
Apr 13, 2017

Defender Support Environment for AWS 697148468905

DELETE

& AMAZON WEB SERVICES

Cloud Defender Support Deployment
Aug 2, 2016

SE Demo - 378762935152

Cloud Insight
Jul 13, 2017

SE Demo - 378762935152

== MICROSOFT AZURE

Cloud Defender
Aug 26, 2017

RBAC for SE Demo
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Event ElX|

Network I

.\ ALERT LOGIC

Security. Compliance. Cloud,

OVERVIEW INCIDENTS REMEDIATIONS SEARCH

Dashboards Topology

Remediations & Continuous
Scan

REPORTS

CONFIGURATION

e Openbase - Production .

Event And Incident Trend

(2]

Top 10 Events Signature

&

Traffic Trending

(%]

Log Management 200 ltems | day @ last week =2 - Events | day @ last week 30M Pachets / day @ last week
40 - I T
- EH il il il -
Web App IDS == e i i i B
20
i &
Scans - K I ﬂ ﬂ ﬂ I o
H I i
. Aug 28 Sep 4 o
> W AL CVE-2005-1921 Webserver PHP XML-RPC Remote Code Injection
100 m AL TELEM OutBound Curl User-Agent Observed From Server 1M
m ET SCAN NMAP OS Detection Probe
m ET SCAN Potential VNC Scan 5800-5820
50 ET SCAN Potential VNC Scan 5900-5920 5M
m ET WEB_SERVER ColdFusion adminapi access
. m ET WEB_SERVER ColdFusion adminisirator access m
R I m ET WEE_SERVER ColdFusion componentutils access R o
Date: 09/03/2012] @ ET WEB_SERVER ColdFusion password properties access
m Events m Incidents . m ET WEB_SERVER Possible XXXE SYSTEM ENTITY in POST BODY. m Packets
Traffic Trending MB El Top 10 Traffic Generating Devices El Devices Not Collecting El
16K MB/ day @ last week Device Name Traffic - Device Name
14K l lertlogic-tm-ids-1-152 9.48GB Host coldfusion
e Appliance 108557ac1b1613babb 347GB Host desklop-0h336gT
10K
Host deskiop-01uiivg 2.82GB Host deskiop-di2kaqg
8K
Host i-084a129e6b4423af6 250GB Host deskiop-lc44p8s
6K
e Host chaehyunju-pc 750.61MB Host deskiop-maggtico
- I Host deskiop-digkaag 675.47MB Host hackazon-onprem
0 = . Host yooinki 479 85MB Host se2_suhyunkim
Aug 28 Sepd
u ME Host deskiop-hdg3qoi 429 64MB

=

26
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Event ElX|

\

Events

O

O

(]

O

(]

O

O

O

(]

O

O

O

(]

O

OVERVIEW

ALERT LOGIC’

Security. Compliance. Cloud,

INCIDENTS

Blocks Log M

Showing: 1 - 100 of 552 evenis

Date ~

Aug 30 2013 06:15:16 GMT

Aug 30 2018 06:15:45 GMT

Aug 30 2018 05:15:54 CMT

Aug 30 2018 05:16:20 GMT

Aug 30 2018 07:51:02 GMT

Aug 30 2018 08:30:51 GMT

Aug 30 2018 08:28:52 CMT

Aug 30 2013 08:40-03 GMT

Aug 30 2018 00:42:26 GMT

Aug 30 2018 10:51:26 GMT

Aug 30 2018 10:51:48 GMT

Aug 30 2013 10:563:42 GMT

Aug 30 2018 11:23:48 GMT

Aug 30 2018 12:54:53 GMT

]

REMEDIATIONS

TBs
aEeS

SEARCH

REPORTS

THREAT LANDSCAPE

AL TELEM (

CONFIGURATION

# Share

N

SV VR SV EV R S SR RV CV I SV SV C R SN Y

Source

61.82.88.160

61.82.88.160

61.62.88.160

61.82.88.160

61.82.88.160

61.82.88.160

61.82.88.160

61.82.88.160

61.82.88.160

61.62.86.160

61.82.88.160

61.82.88.160

61.82.88.160

61.82.88.160

568443

56480

56481

58524

60069

61436

61448

61451

64492

52405

52439

52558

54304

58807

Destination

180.76.108.170

180.76.108.170

180.76.108.170

180.76.108.170

168.126.63.1

180.76.159.1

180.76.159.1

180.76.159.1

180.76.159.1

180.76.159.1

180.76.159.1

180.76.159.1

180.76.159.1

180.76.159.1

Event #

Port

53

Threat

50

e Openbase - Production

——

0 Longer time ranges will decrease performance.

Enable range greater than 1 day [« Rangs: 1 Week

Class

web-application-attack

web-application-attack

web-application-attack

web-application-attack

trojan-activity

web-application-attack

web-application-attack

web-application-attack

web-application-attack

web-application-attack

web-application-attack

web-application-attack

web-application-attack

web-application-attack

Appliance

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

alertlogic-tm-ids-1-152

27




.

Incident EHX|
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Incident E}X|

OVERVIEW

Summary

.\ ALERT LOGIC’

Security. Compliance. Cloud.

Showing: 1 - 24 of 24 incidents

INCIDENTS SEARCH REPORTS
List Notifications
Date ~ Customer

Sep 3 2018 08:57:17 GMT

Sep 3 20128 00:03:05 GMT

Sep 2 2018 02:24:51 GMT

Sep 4 2018 04:54:37 GMT

Sep 5 2013 02:25:42 GMT

Sep § 2012 06:26:56 GMT

Sep § 2018 08:30:20 GMT

Sep 5 2018 06:46:16 GMT

Sep 5 2013 08:54:18 GMT

Sep § 2012 06:55:00 GMT

Sep § 2018 08:55:23 GMT
Sep 5 2018 06:56:44 GMT

Sep 5 2013 08:55:30 GMT

Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production
Openbase - Production

Openbase - Production

CONFIGURATION

Incident #

Summary

61.52.88 244 logged adding ingress rights

61.52.88.244 logged reveking ingress rights

61.62.85.244 logged modifying an ACL enfry

61.52.85.244 logged revoking egress rights

61.52.88 244 logged adding ingress rights

RCE Attempt From 61.52.58.244

File Upload Attempt From 61.82.58.244

Generic vulnerability scan from 61.82.53.244

Metasploit obfuscated shell detected from 10.1.1.129
CVE-2014-3704 Drupal SQL Injection attempt from 61.82.88.244
Metasploit obfuscated shell detected from 10.1.1.19
CVE-2016-3081 Apache Struts Dynamic Method Invecation from 61.52.85.244

Windows Audit Log Cleared on 10.1.1.55

Events

4

1

0 Longer time ranges will decrease performance.

Enable range greater than 1 day ¥ Rangs: 2 Months ¥

Threat

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

@ Openbase, Inc. %

Search Filters...

Status

Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis
Completed Analysis

Completed Analysis

Tutoria

Class
suspicious-activity
suspicious-activity
suspicious-activity
suspicious-activity
suspicious-activity
application-attack
application-attack
recon
suspicious-activity
application-attack
suspicious-activity
applicafion-attack

suspicious-activity
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Incident & M|HHE

Security. Compliance. Cloud.

.\ ALERT LOGIC’

OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS

List Guardduty

Summary: 61.82.88.244 logged adding ingress rights

ID: 627856
. Threat Rating: Medium
Incident

Status: Open

Details Acknowledged by on Sep 3 2018 8:57am GMT

Add to Case Sources: LOG
Proxy Involved: No
Tags: Tags are keywords you can use to describe this

entry 50 you can organize and find it

Cases
Showing 0 of 0 cases
Date Case D

No Cases could be found.

Date User
| Showing 1 of 1 notes

Sep 4 2018 4:54am GMT system

We have detected ingress rules

{"ipProtocol":"udp", "fromPort":161, "toPort":162, "groups":{},"
ipRanges":{"items":[{"cidrIp":"61.82.88.0/24"}]},"ipv6Ranges"
:{},"prefixListIds":{}}

being added for a security group in your AWS instance. Please
verify that this is expected activity.

CONFIGURATION

@ Openbase - Production

Customer: QOpenbase - Production
Created: Sep 3 2018 B:57am GMT
Created By: System Generated
Timeframe: 86400 Seconds

Classification suspicious-activity

Summary

Description

Attack Detail:

Attacker Location: 61.82.88 244, Korea, Republic of
Target: aws.amazon.com

User: uhurue

We have detected ingress rules

{"ipProtocol"-"udp","fromPort" 161 "toPort™ 162 "groups"-{},"ipRanges"™{"items" [{"cidrip"-"61.82 88 0/24"}]} "ipv6Ranges"™
{3 "prefixListids":{}}

being added for a security group in your AWS instance. Please verify that this is expected activity. Additional information
below:

Zone: us-gast-2

User Type: |1AMUser

Group ID: 59-067831302ac4 11d28

Principal ID: AIDAJMAAUQ4S46Y32PY2C
Account ID:

MFA Authenticated: false

ARN: arn:aws:iam: ‘user/iuhurue
User-Agent: signin.amazonaws.com

These incidents are for configuration changes that are uncommon but could be expected to sccur during normal business

activity. It is only when they are unexpected or from unknown users that the threat increases. Verify that the user performing

the change is autherized and expected. If this is not an expected change we recommend reverting the change until it can be
erifisd and the nser trackad dauwn

Status

(I

Ty

Tutorial
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Incident & - O] &

H S & v O = Incident
oA

adding ingres

2018-09-03 (B) 2% 600
Alert Logic Notification Service <notifications@alertlogic.com>
Incident #627856: 61.82.88.244 logged adding ingress rights

ghe AR BDopenbase.cokr
00l HAXT ZASE S ST AUSM 072 SN d EALHNN HAXE SUSLUAL

[»]

ﬂ\ ALERTLOGIC

Incident Notification
Severity:

ncident ID 627856 created on Sep 3 2018 8:57am GMT

Sustomer: Openbase - Production
status: Open

Threat: Medium

Slass: suspicious-activity

start Date: Sep 3 2018 8:40am GMT
Ind Date: Sep 3 2018 8:40am GMT

summary: 61.82 88 244 logged adding ingress rights

system [Sep 3 2018 8:57am GMT]

Attack Detail:

Attacker Location: 61.82.88.244, Korea, Republic of
rarget: aws.amazon.com

Jser: uhurue

Ne have detected ingress rules
"ipProtocol""udp","fromPort":161,"toPort":162,"groups™ {},"ipRanges" - {"items":[{"cidrip""61.82 88 .0/24"}]},"ipv6Ranges"-{},"prefixListlds"-{}}
»eing added for a security group in your AWS instance. Please verify that this is expected activity. Additional information below:

Lone: us-east-2

Jser Type: IAMUser

3roup ID: 59-067831302ac41fd28

*rincipal ID: AIDAJMAAUO4S46Y32PY2C
Account ID:

WFA Authenticated: false

ARN: arn:aws:iam: user/uhurue
Jser-Agent: signin.amazonaws.com

These incidents are for configuration changes that are uncommon but could be expected to occur during normal business activity. It is only whe

wre unexpected or from unknown users that the threat increases. Verify that the user performing the change is authorized and expected. If this
:xpected change we recommend reverting the change until it can be verified and the user tracked down.

[ETR ] B

Alert Logic Nofification Service Incident #629640: 61.82.88.244 logged revoking egress rights ﬂ H A
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of
19
nE
4o
oot

=
A ALERT I—OGIC @Alber‘tSystems H E
Security. Compliance. Cloud. —
O & H | — R
OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION ™ Ooll = xl'ﬂ' -I'_-i
Dashboards Topology
Remediations & Continuous
Scan
Newwerk DS @ o pemo- 378762035152 v 2ae 285 Bg 58 g 58 o >
Deployment VPCs —am subnets hosts =m2 scoped hosts  =me. scanned -
remediate
Log Management
WAE The Dashboard page displays the current threat status of your protected deploy your deployment. Click "remediate” to review our
suggestions, and to remediate exposures. Under “Summary Statistics”, edit “Depld & vpc-aad162cd (@) F Selection page.
Web App IDS Click "Scan" to view the scan status of assets in the deployment. Click a VPC form Hule a scan for specified hosts.
6 26 23 23
seans subnets hosts scoped hosts scanned
s
2 M2 gA g EE
= 1= EH I US East (N. Virginia) e e

US West (Oregon)

—
—
—
—
—
—
—
.
—
—
—
—
—

Summary Statistics Custom Filter Sets
Deployment Protected by Scope (# edit
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E

e Region ~ . Dangerous 1AM Role for DDB

°| o Ol *I OFX
TIia X TI=o
ﬂ\ A |— E R T I—OG IC @ Openbase - Production ‘g
Security. Compliance. Cloud =
| -
OVERVIEW INCIDENTS REMEDIATIONS SEARCH REPORTS CONFIGURATION -?-l ?:.’l L HE:' 0| 1J-T- 7H —J|\—
List Tutorial

m OpenbasePSDInsight v 25 . 49 O 6 8

Remediation Steps )

+ Planned
@ Disposed
v/ Completed . - ) Open
It is recommended that you install Cloud Insight collectors for @1 |00 [0O0 | 0O
GuardDuty.
Search filters Q @ Amazon GuardDuty Collector for Cloud Insight is not Installed @ .
Saved Filter Sets ol
Category ~
| Alert Logic Configuration
Security Determine If privileged access Is needed. ®1c |00 Oo0

Open
| us East (Ohio)

. Dangerous 1AM Role for 1AM
US East (M. Virginia)

Virtual Private Cloud N . Dangerous 1AM Role for RDS

e e e e o

vpc-07d7d513d06abf833 (vpc @ Dangerous IAM Role for 53
-07d7d513d06abf893)

VpC-1688a77e (Vvpc-1688a77e,
CLEAR FILTERS A R
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Ol Z=X| - Initial Access Key

TToTTINyaTTg

@ Unrestricted Outbound Access on All Ports [0
details

Added to Plan

Itis recommended that users enable EBS Volume Encryption to @0 [®6 (OO0 | 0 0

their EBS volumes. Sep 4, 2018

Kim Younkyung
(D Unencrypted EBS Volume (5]

traffic. Sep 4,2018

IAM AIEXIE X7| Ang'g- If Access Kim Younkyung
Key?t S22 Bojg|x| &7 Btat.
(fIHH 34 HH)

(D ensure VPC Default Security Groups Restrict All Traffic @

Added to Plan

on

Do not setup access keys during initial user setup for all IAM @0 (03 (00| 0
users that have a console password. Sep 4, 2018

Kim Younkyung

(D Disable Automatic Access Key Creation (6 )

Added to Plan
Ensure the default security group of every VPC restricts all @0 (04 |00 0 o

CLEAR FILTERS
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Do not setup access keys during initial user setup for all IAM Added to plan B
& users that have a console password. On 13:23 - 2018-09-04
AWS 2& =X U

Perform the following to delete access keys that do not pass the audit:

1. Login to the AWS Management Console:

2. Click Services

3. Click I1AM

4. Click on Users

5. Click on Security Credentials

6. As an Administrator

- Click on Delete for keys that were created at the same time as the user profile but have not been used.
7.As an |AM User

- Click on Delete for keys that were created at the same time as the user profile but have not been used.
Via CLI

aws iam delete-access-key

Filters Used
No applied filters were found.
Exposures @0 03 0 0  Affected Assets 2 Evidence 3
(D Disable Automatic Access Key Creation @ & | hyeink {access_key_last_used,"hyeink","

& | chaehyunju {access_key_last_used,"chaehyunju"”




n%
openbase

Search [AM

Dashboard
Groups

Users

Roles

Policies

Identity providers
Account settings

Credential report

Encryption keys

MH| S access key

Services v  Resource Groups * [\ uhurue @ Global v  Support ¥

Users > chaehyunju

Summary
User ARN arn:aws’iam: 5
Path /

Creation time 2018-07-16 15:49 UTC+0900

Permissions Groups Security credentials Access Advisor
Sign-in credentials

Console password Enabled #* Manage password
Console login link https/ signin.aws.amazon.com/console
Last login 2018-07-23 12:28 UTC+0900
Assigned MFA device No ¢

Signing certificates None &

Access keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APIs. For your protection, you should never share your
secret keys with anyone. As a best practice, we recommend frequent key rotation. Learn more

Create access key

: ALEE|X] S

Access key ID Created Last used Status
2018-07-16 15:49 UTC+0900 N/A Inactive | Make active x
2018-07-19 13:04 UTC+0900 N/A Inactive | Make active x
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OVERVIEW INCIDENTS REMEDIATIONS
Interactive Scheduled Usage

Service Review 2

Incident Analysis 5

AWS Incident Analysis 6

CIs Benchmarks

CIS AWS Foundations
Benchmark

Environment Exposure Trends 2

Vulnerability Analysis 2
Vulnerability Reports 1
Product Usage 3

CONFIGURATION

< Undo |@ Revert E?_'. Refresh ﬁl Pause i 2=

(65 omtnter

CIS AWS Foundations Benchmark

Deployment Name Section
(Al - (2=
Passed Checks Partially Passed Checks

27.7% a3

CIS Check Name List

2.1%

of share [[] Download [T A

Last Updated

Openbase - Production
9/4/2018 10:02:53 AM

Failed Checks

70.2% 3

Do not setup access keys during initial user setup
for all IAM users that have a console password

Section Check Name Passed/Totsl Status

1 Identity Awoid the use of the "root" account 11 Passed

and Access 5o setup access keys during initial user setup for all IAM users that have a console password 313 Passed [

“Enasie GetzNed DINg o L1

Ensure a support role has been created to manage incidents with AWS Support o Failed
Ensure access keys are rotated every 90 days or less 3/3 Passed
Ensure credentials unused for 90 days or greater are disabled 313 Passed
Ensure hardware MFA is enabled for the "root” account n Passed
Ensure IAM instance roles are used for AWS resource access from instances 1”71 Passed
Ensure IAM Master and 1AM Manager roles are sctive on Failed
Ensure 1AM password policy expires passwaords within 90 days or less 01 Failed
Ensure IAM password policy prevents password reuse on Failed
Ensure 1AM password policy require at least one lowercase leter o Failed
Ensure IAM password policy require at least one number o Failed
Ensure 1AM password palicy require at least one symbol 071 Failed

[T L B — e ——

Ensure  Check Name: Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password

Ensure  status: Failed
Ensure  pacced/Total: O/3
Ensure

Ensure multi-factor authentication (MFA) is enabled for all |IAM users that have a console password
Ensure no root account access key exists

2 Logging Ensure AWS Config is enabled in all regions
Ensure CloudTrail is enabled in all regions

/3
7
o
11

Passed
Failed
Passed
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Alert Logic Architecture - AWS
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Alert Logic Architecture - AWS
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Alert Logic Architecture - AWS
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Alert Logic Professional & WAF
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 Alert Logic WAF

Threat
Manager

Compliance
Manager

\
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Alert Logic Architecture - Hybrid
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